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Executive Summary

Deliverable D3.3 - "Report on real-time federated analytics" is the third deliverable of
the Work Package 3 within the TEMA project. This document encapsulates the research
achievements of Task 3.4 (T3.4) - "Real-time federated analytics" over 24 months (M13-
M36) of the project. This task focuses on addressing the challenges in developing a
edge-cloud continuum computational infrastructure, with a federated distribution of ar-
tificial intelligence workloads over a large afflicted area. Towards this end, novel in-
frastructure and methodologies have been designed and developed to accurately serve
as reference architecture on a federated edge-cloud computation for learning models.
The focus on natural disaster management is demonstrated through scenarios and use
cases (i.e., business mission), where experiments have been carried out. These tech-
nigues leverage advanced deployment and orchestration technologies, such as Docker
and Kubernetes, useful tools belonging to cloud-based contexts, and advances algo-
rithms based on artificial intelligence methods, such as deep neural network. The main
focus is on the capacity to federate heterogeneous nodes distributed over a large geo-
graphically area (i.e., Italy, Greece, Spain). The federation enables different organization
to take advantage of several computational resources on-demand.

The research under T3.4 has been directed towards the edge-cloud continuum compu-
tational infrastructure, with a federated distribution of artificial intelligence workloads.
The task addresses the objective OA4, which aims to reduce latency by innovative feder-
ated data analytics on a cloud-to-edge continuum. Under the OA4, the T3.4 defines two
key performance indicators: i) computational latency through federated edge nodes, and
ii) reduce data migration for processing at federated edge nodes. The T3.4 contributed
also to address OC1 and OC4, which, respectively, aim to improve natural disaster man-
agement systems using new digital technologies and extreme data analytics reducing
latency and build a natural disaster management prototype focuses on wildfires, flash
floods and regional floods.

Key achievements of this research period include the publication of 10 papers in con-
ference proceedings and the submission of other 2 scientific papers to journals and/or
international conferences. Additionally, the development of five TEMA essential compo-
nents has been instrumental in enhancing the functionalities of the TEMA platform, as
outlined in Deliverable D2.2.

This deliverable not only summarizes the main research outputs and technical challenges
associated with designing innovative algorithms for extreme data analytics, but can also
serve as a crucial reference for big data analytics and natural disaster management re-
searchers. As a public document, it plays a vital role in disseminating TEMA findings to
the broader scientific community.
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1. Introduction

1.12. Purpose and scope of the document

Deliverable D3.3 - "Report on real-time federated analytics" is the third deliverable of
the Work Package 3 (WP3) of the TEMA project. The main purpose of this document is
to report the research results of Task 3.4 (T3.4) "Real-time federated analytics" between
M13-M36. This deliverable is the first and last for the mentioned task.

The TEMA research efforts in the time period between M13 and M36 were focused on
the following areas:
e Defining and building a federated Edge-Cloud continuum infrastructure for Natural
Disaster Management.
e Building a Context Information Management using NGSI-LD and the Orion Context
Broker component to set data context.
e Defining a offloading framework based on computational resource monitoring, fore-
casting and anomaly detection along with a scheduler of operational tasks.
e Building a computational resource forecasting model based on CPU utilization fore-
casting. The model is a Transformer and predicts 5, 10 or 15 minutes in the future.
e Building a computational resource anomaly detection model based on CPU utiliza-
tion anomaly detection. The modelis a Bi-LSTM and recognize anomalies intervals.

1.2. Structure of the document

Note: Each Section of this document contains the research progress made in the TEMA
project between M13-M36 for the T3.4. Each Section briefly describes the state of the
art and summarizes the research progress in the TEMA project.

The remainder of the chapter is organized as follows.
Chapter 2 gives a short summary on all contents of the Deliverable D3.3.

Chapter 3 provides information on the edge-cloud infrastructure that composes the TEMA
platform. Detailed information are reported in the Deliverable D6.2. In addition, the
Chapter discusses the methodology and results related with the KPI (Key Performance
Indicator) OA4.1 - "Reduce the computational latency through the federated cloud-edge""

Chapter 4 provides a state-of-the-art overview of Context Information Management sys-
tems, focusing on the capacity to use Orion Context Broker as data context system. In
addition, the Chapter discusses the methodology and results related with the KPI OA4.2
- "Reduce the data migration for processing through the federated cloud-edge (contin-
uum)".
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Chapter 5 provides a state-of-the-art overview of offloading systems, focusing on data
and computational resources, as well as the capacity to forecast and detect resource uti-
lization anomalies. Additionally, it proposes an offloading framework based on a com-
putational resource monitor, forecasting, and anomaly detection, as well as a scheduler
for migrating operational tasks.
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2. Summary of the Work Car-
ried Out

2.1. Objectives

TEMA envisions addressing the challenges in extreme data analytics for NDM (Natu-
ral Disaster Management) like regional floods, flash floods, and wildfires by leverag-
ing heterogeneous data sources including edge devices, sensors and loTs (e.g., drones,
wind sensors, stream flow gauges etc.), satellite images, geospatial data, meteorologi-
cal data, and geosocial media. These data sources are heterogeneous, voluminous, fre-
quently updated, complex, multilingual, dispersed, sparse, and extreme in nature. The
main objective of TEMA WP3 "Trustworthy Federated Analytics," is to develop novel
methods for accurate and fast/real-time semantic data analytics using inputs from mul-
tiple sources and in different modalities. This includes creating algorithms for trustwor-
thy Al (Artificial Intelligence), federated analytics, and DNN (Deep Neural Network) data
scarcity mitigation. This work considers distributed semantic analysis across the edge-
to-cloud continuum, ncessary to minimize latency, using Al and DNNs for trustworthy
and flexible heterogeneous data analytics. Fast computations are crucial for decision-
making in emergency situations, supported by the vast cloud computing resources, span-
ning the entire edge-to-cloud continuum to meet the demands of extreme data analyt-
ics.

The specific TEMA objectives linked with T3.4 are derived from existing challenges in
the compute continuum, involving cloud and edge nodes in a federated manner. They are
presented in this document, along with accompanying Key Performance Indicators (KPIs)
and Target Values (TVs) as defined in Section 1.1.1 of Part B of TEMAs Description of the
Action (DoA). T3.4 contributes to the OA4, which aims to reduce latency by innovative
federated data analytics on a cloud-to-edge continuum. Under the OA4, the T3.4 de-
fines two key performance indicators: i) computational latency through federated edge,
and ii) reduce data migration for processing at federated edge. The T3.4 contributed
also to address OC1 and OC4, which, respectively, aim to improve natural disaster man-
agement systems using new digital technologies and extreme data analytics reducing
latency and build a natural disaster management prototype focuses on wildfires, flash
floods and regional floods.
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2.2. Summary of the Work Carried Out with
Respect to the Objectives

2.2.1. Federated Edge-Cloud Intelligence

Federated computation has been explored as a strategic approach to enhance the re-
silience, scalability, and responsiveness of emergency management systems. This is dis-
cussed in Chapter 3. The fire disaster scenario was selected as a representative use case
to simulate realistic operational conditions, including distributed data sources, hetero-
geneous hardware, and intermittent connectivity.

The system architecture integrates different data streams including drone images, en-
vironmental sensors, meteorological models, satellite data, and geosocial media within
a coherent edge-to-cloud framework. Unlike traditional centralized models, the imple-
mented distributed architecture allows edge nodes to actively participate in both training
and inference phases characterizing the Al models. This decentralization of the intelli-
gence allows to reduce reliance on cloud infrastructure, preserving data privacy by keep-
ing raw data locally, and accelerating decision-making processes in time-critical con-
texts.

The experimental setup involved deploying Al models across multiple edge nodes, each

receiving a geographically contextualized subset of the Fire and Smoke Detection Dataset.
These nodes performed local training and exchanged model weights through standard-

ized interfaces, allowing for coordinated learning without centralized data aggregation.

The system was tested under varying conditions to assess latency, network load, fault
tolerance, and computational efficiency.

Although the fire scenario served as the primary testbed, the federated approach is
adaptable to other analytical models and datasets relevant to emergency management.
The validation confirmed that distributed Al workflows can operate effectively in con-
strained environments, contributing to the broader goals of the initiative and to the tech-
nical assessment of KPl OA4.1, which relates to operational efficiency, responsiveness,
and system resilience in disaster response contexts.

2.2.2. Context Information Management

The Chapter 4 refers to the capacity of the TEMA platform to associate context to data,
according to the European Telecommunications Standards Institute (ETSI). This is de-
fined a Context Information Management (CIM), which is grounded in design principles
that promote architectural flexibility and interoperability, enabling the seamless integra-
tion of various systems and domains via a unified API. The standard defines a RESTful
NGSI-LD API (Next Generation Service Interface with Linked Data), where "NGSI-LD”
combines NGSI with LD, highlighting its alignment with semantic web standards. This
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API allows context providers and consumers to create, update, query, and subscribe to
context data in real time. Depending on how the core component, the Context Broker
(CB), which implements the standards APls, is deployed and interconnected, several ar-
chitectural models are possible: centralized, distributed, or federated.

In this regard, a wildfires business mission (BM) was defined and executed as experi-
ment in the Montiferru use case (real scenario deployed in Sardinia Region, Italy). The
validation of the experiment was relevant to achieve the KPI OA4.2, which relates to the
reduction of data migration in the NDM context.

2.2.3. Computation Offloading

The work carried out within the objective of offloading, which is further detailed in Chap-
ter 5, focuses on the design, development, and implementation of two core components
of the offloading pipeline: a forecasting module and an anomaly detection block.

The forecasting component is accomplished through a Temporal Transformer Model en-
hanced with a VM/container embedding layer, allowing the system to learn the behav-
ioral characteristics of individual computing entities and to generate highly specific pre-
dictions for each of them. This architecture captures both local and long-range temporal
dependencies, enabling more accurate modeling of resource utilization patterns in dy-
namic environments such as cloud and edge infrastructures. Moreover, the model sup-
ports multi-step forecasting, allowing it to predict CPU usage for 6, 12, or 24 timesteps
into the future, which is particularly valuable for proactive workload management and
adaptive offloading strategies. Experimental evaluations demonstrate that the proposed
approach significantly outperforms traditional recurrent models, such as LSTM and Autoencoder-
based baselines, achieving an R? of 0.84 and an MSE of 0.0047, thereby confirming its
effectiveness in capturing complex temporal dynamics and enhancing the reliability of
the offloading decision process.

Speaking of anomaly detection, our unsupervised solution relies on the implementation
of a Bidirectional LSTM with an Autoencoder architecture designed to reconstruct the
temporal evolution of CPU utilization curves and identify anomalous patterns. The model
operates over variable input windows, supporting sequences of 6, 12, or 24 timesteps,
thus allowing the detection of both short-term irregularities and longer-term deviations
in resource consumption behavior. By learning to reproduce the normal operational dy-
namics of each virtual machine or container, the system highlights deviations as potential
anomalies when the reconstruction error surpasses an adaptive threshold. Although still
in the experimental phase, the results are promising, showing robust reconstruction ca-
pabilities with an average mean squared error of approximately 0.0017, indicating high
fidelity in modeling the normal CPU consumption trajectories.
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3. Federated Edge-CloudIntel-
ligence

Deploying computationally intensive deep learning models in resource-constrained edge
environments is challenging and requires innovative approaches and optimized model
architectures [2, 3]. These optimizations are critical for ensuring real-time performance
and efficient resource utilization on devices with limited computational power and mem-
ory [4]. Additionally, the great amount of data produced by numerous edge devices
requires advanced optimization techniques to manage communication overheads and
guarantee data privacy and security when ML models are trained [5, 6]. This is par-
ticularly relevant for the applications have been studied, where the timely and accurate
processing of visual data is fundamental [7].

To address these challenges, the TEMA platform leverages advanced technologies such
as Federated Learning to train models while ensuring data privacy across distributed
edge devices; the open-source FIWARE framework for efficient context management
and data orchestration; and the Edge Intelligence (El) hierarchy concept, which extends
the Al capabilities from cloud-centric models to fully autonomous edge deployments.
These approaches enable TEMA to optimize latency, resource utilization, and reliability
in mission-critical applications like early fire detection.

Consequently, a significant research focus is optimizing these models for deployment
on low-power embedded devices to ensure reliable, real-time detection in harsh envi-
ronments [8]. To address this issue, researchers have explored various strategies to re-
duce computational complexity while maintaining acceptable detection accuracy. These
strategies include model pruning, quantization, and architectural modifications [9]. This
focus fits perfectly with the trend of Edge Intelligence [1], where Al models are tailored
for deployment on edge devices by leveraging techniques like AutoML and Neural Archi-
tecture Search (NAS) to devise resource-efficient models suited to hardware constraints
[3]. Real-world deployments often require adaptive solutions that can dynamically bal-
ance the load between edge nodes and cloud servers, particularly in large-scale ap-
plications [10]. The growing ubiquity of small-footprint, vision-based sensors calls for
deeper integration between model optimization and system-level design. This integra-
tion would optimize inference latency, communication costs, and reliability to meet the
stringent requirements of early fire detection in distributed environments [4].

The shift towards edge computing is ultimately driven by the exponential growth of
data at the periphery and the demand for low-latency responses. This shift necessi-
tates a departure from traditional, cloud-centric processing models, which are often ill-
suited for scenarios involving massive data volumes and stringent, real-time require-
ments [10]. In this emerging paradigm, federated and centralized learning approaches
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are not competing strategies, but rather complementary layers of a distributed intelli-
gence continuum. In this continuum, global model convergence and local adaptability
coexist to improve the accuracy and responsiveness of mission-critical fire detection ap-
plications.

Following from these premises, and building on the comprehensive taxonomy introduced
in "Edge Intelligence: Paving the Last Mile of Artificial Intelligence With Edge Computing"
[1], this Chapter adopts the seven-level hierarchy of Edge Intelligence (El), which extends
from Level o - Cloud Intelligence to Level 6 - Full Edge Intelligence. This classification,
shown in Figure 1, outlines the progressive migration of Al capabilities from centralized
cloud infrastructures to fully distributed edge ecosystems. Specifically, Level o (Cloud
Intelligence) represents the traditional cloud-centric computation, in which both train-
ing and inference occur remotely. Intermediate levels (1-5) progressively decentralize
Al tasks by enabling partial inference, collaborative learning, and adaptive model parti-
tioning between the cloud, edge, and device layers. Level 6 (Full Edge Intelligence), on
the other hand, denotes complete autonomy, in which both learning and inference are
executed locally on edge devices with minimal or no cloud dependency.

Level 6: All On-Device

Level 4: CloudEdge
Co-training and Inference

Level 3: On-Device Inference
and Cloud Training

Level 2: In-Edge Co-inference
and Cloud Training

Level 1: CloudEdge Co-inference
and Cloud Training

Level o: Cloud Intelligence

Figure 1. Visual representation of the seven levels of Edge Intelligence [1], ranging from full cloud-based
intelligence (Level o) to fully on-device training and inference (Level 6). As the levels rise, data offloading
decreases while autonomy, privacy, and latency efficiency increase.
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The Chapter aims to analyze fire and smoke detection under two different deployment
and learning paradigms, centralized cloud-based training and fully federated edge im-
plementations, by framing the present study within this hierarchical model. This multi-
level approach enables a systematic evaluation of the trade-offs between latency, accu-
racy, privacy, and computational efficiency. It also positions the proposed research within
the broader evolution of edge intelligence architectures for safety-critical, real-time ap-
plications.

This research correlates with KPl OA4.1, which is related to the capacity to "reduce the
computational latency through the federated cloud-edge", even knows as computing
continuum. Specifically, the target value is reducing the computational latency by 10-
15% over the state of the art. To achieve this KPI, a disaster scenario was setup and
a state of the art fire detection algorithm, based on YOLO, was used as benchmark
to compare the traditional and centralized computation with the distributed computa-
tion.

The rest of the Chapter discusses the state of the art, the architecture, the methodology
and the results of the experiments carried out. The KPI has been achieved and results
are shown in the following.

3.1. State of the Art

Recent advances in Edge Intelligence (El) have profoundly transformed the architectural
landscape of Al-based fire and smoke detection systems, moving from cloud-centric pro-
cessing toward distributed and device-level intelligence. Within the conceptual frame-
work, detailed in Table 1, articulated by Zhou in [3], this evolution can be understood
as a progressive migration across the levels of the El hierarchy, where training and infer-
ence are increasingly delegated to edge devices. This paradigm responds to the growing
demand for low-latency, privacy-preserving, and context-adaptive computation, which
is particularly critical in safety-sensitive scenarios such as wildfire prevention or infras-
tructure monitoring. The continuous expansion of data generated at the network periph-
ery, coupled with the need for real-time responsiveness, underscores the inadequacy
of purely cloud-based paradigms and motivates the integration of distributed learning
mechanisms at the edge [10].

Pag. 21 of 110 Copyright@ 2025 TEMA| D!ELIVERABLE D3.3: Reporton + + + + + +
Real-Time Federated Analytics

Funded by + + + + + +

the European Union

This project has received funding from the European Union’s HE research and innovation programme under grant agreement No 101093003



TEMA |
TRUSTED |
EXTREMELY PRECISE

MAPPING AND PREDICTION

FOR EMERGENCY

MANAGEMENT
Level/Mode Definition
Level o: Cloud Intelligence Training and inferencing the DNN model fully

in the cloud [1].

Level a: CloudEdge Co- Training the DNN model in the cloud, but in-

inference and Cloud Training ferencing the DNN model in an edge-cloud
cooperation manner. (Here edge-cloud co-
operation means that data are partially of-
floaded to the cloud) [2].

Level 2: In-Edge Co-inference Training the DNN model in the cloud, but in-

and Cloud Training ferencing the DNN model in an in-edge man-
ner. (Here in-edge means that the model in-
ferenceis carried out within the network edge,
realized by fully or partially offloading the
data to the edge nodes or nearby devices via
D2D communication) [2].

Level 3: On-Device Inference Training the DNN model in the cloud, but in-

and Cloud Training ferencing the DNN model in a fully local on-
device manner. (Here on-device means that
no data would be offloaded) [2].

Level 4: CloudEdge Cotraining Training and inferencing the DNN model both
and Inference in the edge-cloud cooperation manner [2].

Level 5: All In-Edge Training and inferencing the DNN model both
in the in-edge manner [2].

Level 6: All On-Device Training and inferencing the DNN model both
in the on-device manner [2].

Table 1. Six-level Rating for Edge Intelligence (El) [1]

Though powerful, centralized ML architectures remain constrained by bandwidth, pri-
vacy, and scalability issues, which significantly hinder real-time deployment in dynamic
environments [2]. Edge computing provides a compelling alternative, enabling localized
processing and inference close to the data source. This minimizes latency and commu-
nication overhead while preserving data sovereignty. Avgeris et al.'s SMOKE framework
exemplifies this approach by offering a scalable edge infrastructure for early fire detec-
tion. This infrastructure leverages distributed camera networks to ensure rapid hazard
recognition, even under bandwidth-limited conditions [11]. Similarly, Aramendia et al.
demonstrated that neural network models for fire detection can be effectively deployed
on embedded edge devices without a significant loss of accuracy. This finding under-
scores the viability of real-time vision systems with limited resources for critical applica-
tions [8].

Federated Learning is a cornerstone of distributed intelligence beyond inference, en-
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abling edge nodes to collaboratively update shared models without transferring raw
data. Yang et al. introduced the Nesterov Accelerated Gradient (NAG) approach to feder-
ated optimization, which achieves faster convergence and reduced communication costs
across heterogeneous clients [2]. Canonaco et al. expanded on this idea by proposing an
adaptive federated framework that can maintain performance under concept drift. This
ensures robustness in dynamic environments, such as fire detection scenarios, where il-
lumination and background conditions change over time [12]. Similarly, the FedVision
platform developed by Liu et al. demonstrated the feasibility of large-scale collabora-
tive training for object detection directly at the edge. This approach reduces privacy risks
while maintaining high inference accuracy [13].

However, fully realizing Edge Intelligence requires overcoming significant challenges
related to device heterogeneity, resource management, and distributed model training
[14]. Recent surveys by Meuser et al. and Xu et al. emphasize that next-generation
embedded intelligence systems must balance computational efficiency and adaptability.
These systems must leverage model partitioning, neural acceleration, and energy-aware
scheduling to meet real-time constraints [15, 16]. In this direction, the deployment of
Neural Processing Units and on-device Al architectures, as discussed by Zhang and Tao
[17] and Wang et al. [18], is redefining the hardware-software co-design of intelligent
devices, enabling secure and efficient local inference. Moreover, advances in optimiza-
tion for non-lID data in federated settings, such as those explored by Efthymiadis et
al, further enhance the scalability and robustness of distributed edge learning systems

(5]

A work by Peng et al. [9] demonstrated that model compression and architectural op-
timization techniques (e.g., quantization, Spatial-Piramyd-Pooling-Fast, and GhostNet-
based modules) can significantly improve inference speed on low-power devices without
compromising detection accuracy an essential step toward Level 6 Edge Intelligence,
where both training and inference occur fully at the edge. Collectively, these contribu-
tions illustrate the ongoing convergence of federated learning, hardware acceleration,
and model optimization as the driving forces behind intelligent, autonomous fire and
smoke detection at the network periphery.

Recent works further advance the state of the art by addressing specific trade-offs in
model size, detection speed, and explainability. For instance, FCMI-YOLO proposes mod-
ules like FasterNext and Mixed Local Channel attention to improve detection of small
fire targets, reduce GFLOPs and model parameters compared to YOLOvss, and demon-
strates that with a light design significant improvements can be achieved in practice

[19].

The UAV-based study by Vasquez et al. tackles the limited dataset problem and shows
that transfer learning can increase generalization while operating under edge constraints
of latency and energy [20]. In the same vein, it has shown by Titu et al. that model dis-
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tillation (teacher-student) helps balance accuracy and speed (inference on accessible
hardware such as Raspberry Pi) for mobile aerial surveillance systems [21].

In the context of semantic segmentation, Lee et al. demonstrates that heavy networks
such as DeeplLabV3+ can be slimmed without dramatic loss in accuracy, achieving about
10 fps on embedded SoCs like the Qualcomm QCS610; this is useful in UAV scenarios
or fixed sensors deployed in remote environments [22].

Furthermore, the system built by Mahmoudi et al. [23] attempts to combine compressed
models, Vision Transformers, and explainability mechanisms in order to achieve a good
trade-off among performance, interpretability, and hardware requirements at the net-
work edge.

Nevertheless, the full realization of Edge Intelligence involves significant challenges: de-
vice heterogeneity, resource management, and the distributed training of complex mod-
els remain nontrivial obstacles [14]. Recent investigations emphasize that successful
El systems must integrate strategies such as model partitioning, hardware accelera-
tion, energy-aware scheduling, and robustness under varying environmental conditions
[15, 16]. Hardware technologies like NPUs, together with on-device Al architectures,
are becoming central for ensuring secure, high-performance local inference [17, 18].
Meanwhile, optimization for non-IID data in federated settings, as explored by Efthymi-
adis et al., plays a crucial role in the scalability and robustness of distributed systems

(5]

Finally, recent work by Yang et al. demonstrates the effectiveness of collaborative archi-
tectures combining cloud and edge: the edge model performs inference, while the cloud
handles iterative updates based on user feedback to reduce false positives and adapt to
new environmental conditions [24]. These examples illustrate how federated learning,
hardware accelerators, model compressibility, and collaborative learning emerge as key
components for creating robust, autonomous, and context-aware fire/smoke detection
systems in the higher levels of the Edge Intelligence pyramid.

Despite the significant advances in Edge Intelligence, several critical gaps remain un-
addressed, notably in managing heterogeneity of edge devices, ensuring scalability and
robustness of distributed learning under dynamic environmental conditions, optimizing
resource allocation efficiently, and guaranteeing privacy and low-latency performancein
real-time disaster detection contexts. The TEMA platform explicitly targets these chal-
lenges by integrating federated learning frameworks, hardware-accelerated processing,
adaptive model optimization techniques, and a scalable cloud-edge continuum archi-
tecture to enable robust, autonomous, and privacy-preserving fire and smoke detection
systems at scale.
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3.2. Beyond the State of the Art

An early version of the cloud-edge architecture was already discusses in the Deliverable
D3.1. A deep understanding of the advances beyond the state of the art and the pro-
gresses are reported in the Deliverable D6.2. In the following, it is reported the main
information needed to read the rest of this document and mostly understand the exper-
iments to achieve the KPI OA4.1.

A key feature of this system is its combination of centralized and distributed compo-
nents, which ensures the efficiency and scalability of disaster monitoring and response.
As shown in Figure 2, centralized services handle data aggregation, workflow orches-
tration, and integration with external systems. Distributed components process informa-
tion closer to the data sources, reducing latency and enhancing resilience. Following the
Compute Continuum paradigm, services are distributed between cloud and edge layers.
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To support this approach, a set of core services ensures scalability, efficiency, security,
and adaptability in handling environmental and disaster-related data. These services
include:

Context Broker It acts as a central hub to manage and contextualize real-time data
streams from multiple sources. It enables seamless integration with external sys-
tems for improved decision-making.
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Object Storage & Data Retrieval It provides scalable and reliable storage for unstruc-
tured data, optimizing accessibility for analytics and external applications.

Workflow Engine It automates and orchestrates data flows within the infrastructure,
streamlining processes and optimizing resource utilization.

API Gateway It serves as a centralized entry point for data access, facilitating interop-
erability with external applications and enabling batch data ingestion.

Data Collection Engine It aggregates and processes real-time and historical datasets,
ensuring continuous data availability for analysis.

Container Orchestrator & Registry It manages the automated deployment and scaling
of containerized services, ensuring system reliability and adaptability.

The cloud-edge continuum is managed via a private, flat network that relies on Virtual
Private Network (VPNs) to securely connect all computing nodes. Distributed compo-
nents, such as Kubernetes worker nodes and NoSQL databases, collaborate with central-
ized services to ensure seamless data processing. A public endpoint node is in place to
connect these components to external sources, support data ingestion, and facilitate se-
cure external access. This architecture provides a robust framework for managing large-
scale environmental and disaster-related data, thereby contributing to the resilience of
future smart cities against possible meaningful natural disasters.

The architecture is publicly released as open-source software. Design, implementation
and documentation is available in [110].

3.3. Achieving the KPI OA4.1

3.3.1. Business Mission

The use case is defined as a BM, which is a set of activities that technologies and first
responders should carry out during a natural disaster, such as a flood or fire. The goal
is to assess conditions as the event evolves. It includes complete evaluations through
pre-event planning, event management, and subsequent analysis and evaluation. The
focus of these missions is to provide cross-functionality among devices, Al tools, and
software solutions, as well as to create increasing value over time based on minimum
integration criteria. These problems can be solved by establishing minimum integration
criteria that maximize interoperability and able to integrate everything into a common
cloud-edge data processing environment. This solution guarantees a unique view of a
complex workflow deployed across many platforms leveraging different technologies.
Before setting up the technical solution conceived as well the definition of its function-
alities, has followed the analysis and formalization of user requirements collected in the

Pag. 26 of 110 Copyright@ 2025 TEMA| D!ELIVERABLE D3.3: Reporton + + + + + +
Real-Time Federated Analytics

Funded by + + + + + +

the European Union

This project has received funding from the European Union’s HE research and innovation programme under grant agreement No 101093003



TEMA |
TRUSTED |
EXTREMELY PRECISE

MAPPING AND PREDICTION

FOR EMERGENCY

MANAGEMENT

pilot area.

The solution has been concretely tested and evaluated in four European Regions. The
Bavaria Region of Germany and the Municipality of Mantoudi-Limni-Agia Anna of Greece
addressed flooding. The Sardinia Region of Italy and the Municipality of Kajaani in Fin-
land addressed fire management. The solution has been then tested and evaluated also
in Sardinia, ltaly, useful to address fire management. The impact of extreme events that
occurred in the pilot area has been analyzed. During the execution of the pilot, use-
ful information hs been collected and end users needs have been identified, in order
to adapt and generalize the functionalities of the whole TEMA solution. In July 2021,
the Autonomous Region of Sardinia faced a severe crisis when a widespread 15,000-
hectare forest fire caused serious damage in the Montiferru area located in the central
part of Sardinia. This scenario has been simulated in real time for TEMA validation. Avail-
able data has been considered, specifically about the area’s vegetation and geomorphol-
ogy, details about the damage, safety procedures adopted, the output of meteorological
models, fire danger forecasts, satellite images, and videos of the burnt area taken by
drones. The TEMA solution has been used to examine post-event territory conditions,
particularly with regard to geomorphological risk implications. Using the TEMA solution
makes possible to examine and improve disaster management and decision-making pro-
cedures.

The final objective is to validate the effectiveness and adaptability of the TEMA solution
in realistic disaster settings. In fact, these trials are designed to:

e determine whether the solution successfully addresses existing capability gaps in
natural disaster response;

e evaluate the systems performance in managing flash flood and wildfire scenarios
using both historical data to test the technologies, training the algorithms and the
way they recreated a past scenario and real-time data to evaluate the technologies
in a real scenario;

e assess the added value of integrating digital technologies and extreme data ana-
lytics into NDM processes.

The evaluation process has been conducted involving experienced end-user evaluators
selected from Public Protection and Disaster Relief (PPDR) agencies. These stakehold-
ers tested the operational utility of the TEMA system by simulating disaster response
missions in near-real conditions. Their feedback has been essential for measuring the
platform’s practical impact and refining its capabilities for the next deployment in real-
world emergency contexts. In response to specific end-user requirements and leveraging
different integrated technologies, a preliminary BM has been developed. These strate-
gic statements define the core purpose and objectives of the TEMA initiative, tailoring
them to the specific needs and challenges of end users while ensuring alignment with
innovation goals.
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The wildfire BM as been defined. However, BMs for other disasters (e.g., floods) may
behave in the same way. The BM in Figure 3 starts when an alert is launched. The first
action must be taken by a human. Using the TEMA webpage, the operator prepares the
necessary information to create a BM. This information is included in the alert and may

contain details such as the location of the event (e.g.

, drawing a polygon on a map) and

the type of disaster (e.g., flooding or wildfire). Creating an alert means creating an entity

in the Orion-LD Context Broker. As soon as the alert

entity is instantiated, all subscribed

components will be notified. These components then process the information in the alert

entity according to their logic.
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Figure 3. The fire Business Mission

The following is a concise overview of the technica

L components affected by the alert

entity, as well as the data they exchange and manage. The first components notified by

the Alert Entity are:

e Drone-based image and data acquisition to take pictures and fly-by footage of the
area affected by the fire. The other two components, that are the fire/smoke seg-
mentation and the fire/smoke/person car detection, analyze the images to identify
locations of fire, smoke, individuals, and vehicles.

e Ground Sensor Network to acquire weather data from sensors that are either de-

ployed in the field or mounted on drones.
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e Fire simulation to create a model of how a fire can evolve, starting with an analysis
of the ground and fuel in the area. This model provides information about the fire's
path, intensity, flame length, and rate of spread.

e Satellite-based fire detection to provide an analysis of buried areas using satellite
data.

e Geo-social media analysis to collect and process posts from social media. It pro-
vides the emotions (e.g., fear, sadness, anger, and joy) extracted from each post
over time.

The Information Fusion component combines all data to create a probability map show-
ing where the fire is likely to be. The Visual Analytics component uses this probability
map as input to provide information on the distance between houses and buildings, as
well as to highlight public buildings such as schools, hospitals, and town halls. The sys-
tem also uses drone images to generate a 3D model of the affected area. This model
can be explored through an XR viewer, offering an immersive experience of the burned
area, which is useful for those working in the control room. The TEMA solution uses Al to
transform raw data into actionable business information. This enables first responders
and policymakers to make evidence-based decisions in real time. The TEMA solution can
serve as the control room’s eyes.

3.3.2. Disaster Scenario

The fire disaster scenario is the operational reference scenario used to validate KPI OA4.1.
Focusing on the NDM domain, it addresses the detection and response to forest and ur-
ban fires. This scenario was chosen because it provides a realistic, complex, and dynamic
environment in which to compare different computational and analytical approaches.
The goal is to evaluate the performance of the TEMA framework under distributed pro-
cessing conditions. The scenario represents the experimental evolution oriented toward
the technical and scientific validation of federated computation and federated analytics
capabilities. While it does not reproduce a real emergency, it does constitute a con-
trolled experimental environment in which typical operational conditions of a disaster
event are simulated using representative datasets and a distributed edge-to-cloud in-
frastructure.

This scenario is part of the TEMA project’s broader framework for monitoring, prevent-
ing, and responding to natural disasters. In this context, various actors and technological
components collaborate to manage information in a coordinated manner:
e edge nodes and distributed sensors are responsible for data acquisition and pre-
processing (e.g., images, meteorological parameters, environmental telemetry);
e central servers and high-performance computing (HPC) infrastructures are respon-
sible for aggregating results and managing global analytical models;
e Public Protection and Disaster Relief (PPDR (Public Protection and Disaster Relief)
operators and control centers, who use analytical results to plan and optimize field
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operations.
This multi-level interaction reflects the TEMA project’s systemic approach, in which the
integration of edge, cloud, and human components forms the foundation for more effi-
cient and resilient environmental emergency management.

In an extended fire context, various information sources and sensing systems continu-
ously generate heterogeneous data. These sources include images captured by drones
and surveillance cameras, environmental sensor measurements, meteorological data, re-
ports from field operators, and satellite information. This data must be analyzed quickly
to provide an up-to-date, coherent view of the fires evolution, estimate flame propaga-
tion, and support operational decision-making. Within the TEMA project, a distributed
edge-to-cloud architecture manages this data flow. In this architecture, edge nodes ac-
tively participate in the analysis and training phases of artificial intelligence models, not
just passively acquiring data. This approach reduces dependence on the central cloud,
enhances operational resilience, and optimizes processing times by promoting collabo-
rative computation across heterogeneous devices.

To assess the performance of this architecture, two complementary configurations were
implemented within the same scenario:

Centralized Configuration The model training and validation are executed on a high
performance server using the entire dataset in a monolithic fashion.

Federated Configuration The training is distributed across heterogeneous edge nodes,
each equipped with a local subset of the dataset and autonomous computational
resources.

The objective is to verify how the two modes behave in terms of efficiency, latency, and
model-update capability, simulating a Federated Computation architecture applied to a
natural-disaster use case.

The Fire and Smoke Detection Dataset® was used for the experiment. The dataset con-
tains annotated images of smoke and flames in various environmental contexts, such as
forests, industrial areas, and urban environments. The dataset was organized to real-
istically distribute the data sources; each experimental node received a local subset of
images as if they were captured by cameras and sensors in different geographic areas.
This configuration allowed us to evaluate the systems behavior in a non-homogeneous
and partially disconnected environment, which is typical of real-world field monitoring
operations. Experiments were conducted to ensure the reproducibility and consistency
of the training parameters (e.g., number of epochs, batch size, image size, and determin-
istic seeds), which allowed for an objective and transparent comparison between the
two paradigms.

*https://www.scidb.cn/en/detail?dataSetld=cegcg400b44148e1boa749f5c3ebobda
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This scenario was also used to test the interoperability and orchestration capabilities of
the different TEMA framework modules. While each edge node operated independently,
they remained semantically integrated within the system, sharing information, models,
and metadata through standard protocols and common interfaces. This enabled the val-
idation of the framework’s modularity and scalability, as well as its capacity to integrate
diverse information from various sources, including computer vision, environmental sen-
sors, and meteorological and geospatial data. This type of integration is crucial for en-
suring the semantic consistency and temporal alignment of data processed at various
levels of the edge-to-cloud infrastructure.

The fire disaster scenario has been integrated within the full disaster-management cycle
defined by the TEMA project, contributing to the three main operational phases:
e prevention, through the training of Al models capable of early detection of smoke
or environmental variations indicative of potential ignition conditions;
e response, through the ability to dynamically update models and provide distributed
near-real-time analyses to command centers;
e post-event evaluation, through re-processing of collected data and continuous up-
dating of analytical models to improve future performance.
In this way, the TEMA system not only manages ongoing events, but also enables a con-
tinuous learning cycle. In this cycle, analytical results are reintegrated into the training
process, which progressively refines the platform’s predictive capabilities.

Although itis conducted in a controlled environment, this scenario accurately reproduced
the typical challenges of a real operational context, including the geographical distri-
bution of data sources, the heterogeneity of computational resources, intermittent con-
nectivity, and the need for reduced processing times. Parallel execution of centralized
and federated experiments allow to analyze the tangible contribution of the distributed
approach to improving the TEMA system’s resilience, scalability, and analytical respon-
siveness. Additionally, experimentation on heterogeneous platforms (GPUs, CPUs, and
embedded devices) validated the performance of the Al model, as well as the overall
efficiency of the architecture.

In conclusion, the fire disaster scenario served as a technical and operational testing
ground for the TEMA platform. It demonstrated the frameworks ability to perform dis-
tributed training and analytics in a realistic disaster management context.

3.3.3. Experimental Setup

A multi-level experimental setup was designed to systematically validate the KPI OA4.1.
This experiment’s primary objective is to quantitatively analyze and compare the perfor-
mance, efficiency, and resilience of diametrically opposed computing paradigms, ranging
from purely centralized to fully distributed. Three distinct architectural configurations
were implemented, each representing a specific level of this hierarchy, enabling a pro-
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gressive comparison of architectural impact:

e Level 2 (Cloud-Centric Baseline): a traditional approach (Level 2: In-Edge Co-
inference and Cloud Training), where training is entirely centralized in the cloud.
The edge nodes, despite being capable of processing, act only as inference termi-
nals, receiving a model trained elsewhere. This serves as our reference baseline to
measure the benefits of the alternatives.

e Level 4 (Hybrid Federated): a hybrid Federated Learning approach (Level 4: Cloud-
Edge Co-training and Inference). Here, the training (the computationally intensive
task) is moved to the edge, close to the data source, preserving privacy and reduc-
ing raw data traffic. However, the coordination and aggregation of models remain
centralized, entrusted to a cloud server.

e Levels (FullEdge Federated): an "All-In-Edge" Federated Learning approach (Level
5). This is the most advanced configuration, reflecting a true edge-native logic. The
entire Al lifecycle, from local training to model aggregation, resides entirely at the
network periphery. The cloud is excluded from the training cycle, increasing the
system’s resilience and autonomy.

This methodical progression from Level 2 to Level 4 makes it possible to isolate and
measure the impact of computational decentralization on the key identified parameters
of the scenario: model update latency, network traffic volume, resilience to intermittent
connections, and resource utilization on heterogeneous devices.

The following table summarizes the three tested configurations. The subsequent sub-
sections detail the specific architecture and data flow of each experiment, as illustrated
in their respective diagrams.

Model | Level | Training Type Cloud Deployment Edge Deployment
2 Traditional Server CPU/GPU (training) | Edge Nodes (inference)
CNN 4 Federated Computation | Server (aggregator) Edge Nodes CPU/GPU (training/inference)

Edge Node (aggregator)
Edge Nodes CPU/GPU (training/inference)
Table 2. Plan of the experiments. Level refers to the six-level for edge intelligence

5 Federated Computation | None

3.3.3.12. Cloud-Legacy Architecture (Level 2)

The Cloud-Legacy architecture is shown in Figure 4. It represents a modified traditional
model, corresponding to Level 2: In-Edge Co-inference and Cloud Training of the El hi-
erarchy. In this architecture, the entire training process is centralized in the cloud, which
manages the data ingestion pipeline and the model training process itself.
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Figure 4. Cloud-Legacy Architecture Level 2
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Unlike a purely legacy approach (Level o), the edge layer is not entirely passive. While
it sends raw data to the cloud, it is also the recipient of the trained model and hosts
a microservice dedicated to performing local inference. This hybrid approach offloads
the inference burden to the periphery, reducing decision-making latency, but it remains
completely dependent on the cloud for model training and updates, still requiring the
transfer of all raw data to the center.

The architecture is organized into three levels:
o the Device Layer includes the devices in the field that collect raw data;
e the Edge Layer acts as both a bridge for raw data to the cloud and a host for infer-
ence microservices;
e the Cloud Layer stores all data, trains the model, and distributes it to the periphery.

The operational flow of this architecture is shown in Table 3.

Time | Description

To The raw data is received by the base station
T1 The raw data is sent from the Base Station to the database in the cloud
T2 The raw data is retrieved from the database to feed the training process

T3 The model is trained (or retrained) centrally in the Cloud Layer

T4 The updated model is saved in the central database
Ts5 The trained model is distributed from the database to the Base Station in the Edge Layer
T6 The model is sent to the local edge microservice to perform inference

T7 The edge microservice returns the processed data (inference results) to the Base Station
Table 3. Operational flow of the Cloud-Legacy Level 2 architecture

Copyright © 2025 TEMA | DELIVERABLE D3.3: Report on
Pag. 33 of 110 Real-Time Federated Analytics Jr + Jr Jr Jr Jr

Funded by + + + + + +

the European Union

This project has received funding from the European Union’s HE research and innovation programme under grant agreement No 101093003



TEMA
TRUSTED
EXTREMELY PRECISE

MAPPING AND PREDICTION

FOR EMERGENCY
MANAGEMENT

3.3.3.2. Cloud-Edge Architecture (Level 4)

The Cloud-Edge architecture is shown in Figure 5. This configuration implements a hy-
brid federated computation paradigm corresponding to level 4: cloud-edge co-training
and inference. The key innovation is moving the training process to the Edge Layer, where
raw data is processed and utilized locally.

1 raw
Ty S ]
data‘ t4 weights up
Drone or raw data -~ ) > ) )
Weather Station > Base Station < Edge Microservice W
7 6 weights down
- - model - -
A A 3
[processed 18 inference
data v
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Figure 5. Cloud-Edge Architecture Level 4

In this architecture, the Edge Layer plays an active, computationally intensive role. The
Cloud Layer is redefined; it no longer handles raw data, but rather hosts a central "Ag-
gregator". The Aggregator’s sole task is to orchestrate the training process. It distributes
the global model and receives parameter updates (weights) from the edge nodes. Then,
it performs the aggregation.

This approach dramatically improves privacy raw data never leaves the edge and re-
duces network traffic. However, it still depends on the cloud for coordination. The archi-
tecture is organized into three levels:

e the Device Layer collects data;

e the Edge Layer manages raw data, performs local training, and handles inference;

e the Cloud Layer hosts only the Aggregator for federated coordination.

The operational flow is shown in Table 4.

Copyright © 2025 TEMA | DELIVERABLE D3.3: Report on

+ +++++

Pag. 34 of 110

Funded by
the European Union

This project has received funding from the European Union’s HE research and innovation programme under grant agreement No 101093003

Real-Time Federated Analytics

+4+++++
+ +



TEMA
TRUSTED
EXTREMELY PRECISE

MAPPING AND PREDICTION

FOR EMERGENCY

MANAGEMENT
Time | Description
To The raw data is received by the base station
Ta The raw data is received and maintained locally by the edge microservice
T2 The Aggregator in the cloud distributes the initial global model to the edge nodes
T3 The edge microservice performs local training using its own raw data
T4 The updated model weights (not the data) are sent to the Aggregator in the cloud
Ts The Aggregator performs the aggregation of the weights received from all nodes
T6 The new global aggregated model is sent to the edge microservices
T7 The updated model is sent to the inference microservice
T8 The microservice performs local inference
To The microservice performs local inference
Table 4. Operational flow of the Cloud-Edge Level 4 architecture
3.3.3.3. All-In-Edge Architecture (Level 5)

The All-In-Edge architecture is shown in Figure 6. This is the most advanced and de-
centralized configuration, corresponding to Level 5 of the El hierarchy, All-In-Edge. The
entire artificial intelligence lifecycle, including training and aggregation, takes place en-
tirely within the Edge Layer.
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Figure 6. All-In-Edge Architecture Level 5
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In this model, the cloud layer is absent from the training cycle. The Edge Layer is func-
tionally divided. Some nodes act as "clients," performing local training, while another
node with adequate resources acts as the "Aggregator." All communications, including
model weight uploads and global model downloads, occur entirely among edge nodes
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and never they reach the central server.

This approach ensures maximum autonomy and resilience, as well as low latency of the
system. The platform can continue to learn and operate even without cloud connectivity.
The architecture is organized into just two active levels:
e the Device Layer collects data;
e the Edge Layer, which handles data acquisition, local training, aggregation, and
inference.

The operational flow, identical to Level 4 but with different actors, is shown in Table 5.

Time | Description

To The raw data is received by the base station

T1 The raw data is maintained locally by the edge microservice (client)

T2 The Aggregator on the edge distributes the initial global model to the other edge nodes
T3 The edge microservice (client) performs local training

T4 The updated model weights are sent to the Aggregator on the edge

Ts The Aggregator on the edge performs the aggregation of weights received from the clients
T6 The new aggregated global model is sent back to the edge microservices (clients)

T7 The updated model is sent to the local inference microservice

T8 The microservice performs local inference

To The inference microservice returns the processed data to the Base Station

Table 5. Operational flow of the All-In-Edge Level 5 architecture

3.3.4. Testbed

The empirical validation of the three experimental architectures (Cloud-Legacy Level 2,
Cloud-Edge Level 4, and All-In-Edge Level 5) requires a physical and logical infrastruc-
ture, or Testbed, to enable their implementation and measurement. This testbed is not
just a collection of hardware, but a controlled ecosystem specifically designed to repli-
cate the operational conditions and challenges of the fire disaster scenario described
previously.

The objectives of this testbed are multiple, but three key requirements guided its design:

Computational Heterogeneity This is the main challenge. A real emergency scenario
does not use a single type of device. The testbed must include heterogeneous
hardware ranging from high-performance servers (cloud) to powerful edge-Al de-
vices (like drones) down to very low-cost, low-power sensors (like fixed cameras).
The validation of federated computation is based on its ability to orchestrate this
diversity.

Scalability Although the testbed uses a limited number of physical nodes, its architec-
ture (based on containers and orchestrators) must allow for simulating and evalu-
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ating the system’s performance in a large-scale scenario, analyzing how it would
behave as the number of federated clients increases.

Reproducibility As this is a technical-scientific deliverable, every result must be verifi-
able and reproducible. The testbed is therefore rigorously documented, specifying
every hardware component and software version used, to ensure that the experi-
ments can be replicated by third parties.

The following sections Hardware Infrastructure and Software Stack, describe in detail
the components selected to meet these requirements.

3.3.4.2. Hardware Infrastructure

The testbed’s hardware infrastructure is a physical replica of the computational ecosys-
tem described in the fire disaster scenario. It was designed to specifically address the
project’s central challenge of computational heterogeneity. Validating Federated Com-
putation paradigms (Levels 4 and 5) requires infrastructure capable of orchestrating de-
vices with different capabilities, architectures (e.g., x86 vs. ARM), and resources (e.g.,
GPU vs. CPU-only). Therefore, the testbed is physically divided into two categories: the
central node (Server Cloud) and the peripheral nodes (Edge).

The Server Cloud (High-Performance Node) node represents the "command center" or
HPC (High-Performance Computing) infrastructure in a traditional scenario. It serves a
dual role:

Centralized Baseline The experiment 1 at the level 2 is where the monolithic training
of the entire dataset is performed.

Hybrid Aggregator The experiment 2 at the level 4 is where the Flower aggregator re-
sides, coordinating the edge clients.

A high-end workstation was used for these tasks, as its specifications are fundamental
for establishing a performance benchmark. The NVIDIA GeForce RTX 4090 GPU (24
GB VRAM) establishes the theoretical upper limit for centralized training speed (Level
2), providing the "best-case" time against which to compare the efficiency of the fed-
erated approaches. The AMD Ryzen g 7950X CPU, with its high core count (16¢/32t),
is crucial for efficiently handling parallel aggregation in the Level 4 scenario, where the
server must simultaneously manage connections and incoming models from numerous
heterogeneous clients.
The technical specifications of the server cloud are the following:

e CPU: AMD Ryzen g 7950X (16 Cores/ 32 Threads, up to 5.7 GHz)

e GPU: NVIDIA GeForce RTX 4090 (24 GB GDDR6X VRAM, 16384 CUDA Cores)

e RAM: 128 GB DDRg
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The peripheral edge nodes are the heart of the experimentation and represents its key
variable. To simulate a realistic environment, two archetypes of edge devices were em-
ployed, sitting at opposite ends of the computational spectrum. The edge node with
High-Performance, called NVIDIA Jetson AGX Orin is the archetype of the "sovereign"
Edge-Al node: a peripheral unit with sufficient computational capabilities not only for
inference but also for local training (on-device training). Its architecture (ARM) and pow-
erful integrated GPU (Ampere) make it an ideal, high-performance federated client. The
64 GB of unified memory is a key advantage, as it minimizes data transfer latency be-
tween the CPU and GPU during training cycles.

In the experiments, this device plays three crucial roles:

1. Inference Client (Level 2): executes local inference (on GPU) using the model re-
ceived from the cloud.

2. Federated Client (Level 4 & 5): executes local training (on GPU), generating model
updates.

3. Edge Aggregator (Level 5): this is the key component that enables the All-In-Edge
scenario. Its multi-core CPU is used to run the Flower Aggregator server, demon-
strating the feasibility of a complete federated cycle without any cloud dependency.

The technical specifications of the NVIDIA Jetson AGX Orin are the following:

e CPU: 12-core Arm Cortex-A78AE v8.2

e GPU: NVIDIA Ampere architecture (2048 CUDA Cores, 64 Tensor Core)

e RAM: 64 GB LPDDRg (Unified Memory)
The edge node with low-power, called Raspberry Pi 5 simulates the vast network of
low-cost, low-power "smart" sensors (e.g., fixed cameras, environmental sensors) that
characterize a large-scale deployment. Its fundamental characteristic is the absence of
a dedicated Al accelerator (GPU or NPU).

Its inclusion is methodologically critical:

1. Tests Pure Heterogeneity: it forces the federated system to manage clients with
orders of magnitude difference in performance (Jetson Orin on GPU vs. Pi 5 on
CPU).

2. Validates "CPU-Only" Support: it demonstrates that local training is possible, al-
beit slower, even on minimal hardware.

3. Tests Aggregator Robustness: it introduces the problem of "stragglers" (slow
nodes). The federated aggregator (in both Level 4 and 5) must be configured to
handle (e.g., via timeouts or asynchronous aggregation strategies) clients that take
much longer to complete their local training, a typical condition in real-world sce-
narios.
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The technical specifications of the Raspberry Pi 5 are the following:
e CPU: Broadcom BCM2712 (Quad-core Arm Cortex-A76, 64-bit)
e RAM: 8 GB LPDDR4X

3.3.4.2. Software Stack

A rigorously defined and standardized software stack is the only thing that makes the
consistency, portability, and reproducibility of experiments possible across such a het-
erogeneous hardware infrastructure (x86 vs. ARM, GPU vs. CPU-only). The entire logical
architecture is "cloud-native," which means it abstracts the underlying hardware through
containerization. This approach guarantees that the same application code runs on every
node, from cloud servers to Raspberry Pis, thus eliminating environmental variables.
The following operating systems were used as the foundation for the stack, optimized for
their respective hardware to ensure maximum stability and access to necessary drivers:
e Server Cloud: Ubuntu Server 24.04 LTS chosen for its robust support for the x86
ecosystem, the latest NVIDIA drivers, and containerization tools.
¢ NVIDIA Jetson AGX Orin: NVIDIA JetPack 6 this is a complete software package
that includes an operating system based on Ubuntu 22.04 and, fundamentally, the
entire stack of CUDA, cuDNN, and TensorRT libraries pre-configured for the ARM
architecture.
e Raspberry Pi 5: Raspberry Pi OS (64-bit) chosen for its optimized support (based
on Debian) for the ARM Cortex-A76 hardware.

The open-source framework Flower [25] was chosen for implementing the federated
computation scenarios (Level 4 and Level 5). Flower is a framework that abstracts the
complex logistics of networking and communication, relying on two components: a Server
(Aggregator) that orchestrates the training rounds and implements the aggregation strat-
egy (e.g., FedAdam), and a lightweight Client that "wraps" the local training logic on each
edge node.

The choice of Flower as the federated computation framework was strategic for this ex-
periment, based on three fundamental pillars:

e Framework Agnosticism: Flower is agnostic to the machine learning framework.
This allowed for native and direct integration with PyTorch and the YOLOvS8 archi-
tecture, without requiring modifications to the model’s code.

¢ Lightweightand Heterogeneity Support: the Flower clientis extremely lightweight,
a key requirement for deployment on low-resource devices like the Raspberry Pi 5
(CPU-only). Flower natively handles hardware heterogeneity, allowing fast clients
(Jetson on GPU) and slow clients (Pi on CPU) to coexist in the same training round,
directly addressing the "stragglers" challenge.

e Architectural Flexibility for Experimentation: this was the winning feature. Flower
allowed us to implement both the Level 4 (Cloud-Edge) and Level 5 (All-In-Edge)
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architectures by changing only a single line of configuration: the Server’s IP ad-
dress. For Level 4, the clients pointed to the Server Cloud’s IP; for Level 5, they
pointed to the Jetson Orin designated as the aggregator. This ensured a fair exper-
imental comparison ("apples-to-apples"), isolating the "location of aggregation”
variable.

The core of the experimental setup relies on a specific combination of machine learning
frameworks, models, and datasets. These components were selected to directly address
the project’s key challenges: ensuring real-time performance, enabling deployment on
resource-constrained edge devices, and building a robust, reproducible federated com-
putation pipeline.

o AlFramework (PyTorch): the base framework for all model development and train-

ing was PyTorch. It was chosen for its flexibility, excellent support for GPU accel-
eration via CUDA, and its predominance in research, which facilitates the integra-
tion of state-of-the-art models. The PyTorch ecosystem is also rapidly expanding
into "on-device" computation, making it a forward-looking choice for inference and
training on the edge.

CNN Model (YOLOVS8n): the reference model selected for smoke and fire detection
is YOLOV8 [111]. Itis a state-of-the-art, single-stage CNN architecture for object
detection which, unlike two-stage detectors, treats inference as a single regression
problem, examining the image only once. This design isintrinsically faster and more
suitable for real-time applications. For these experiments, its smallest and fastest
variant, YOLOv8n (nano), was chosen. This decision directly addresses the cen-
tral challenge identified in the state-of-the-art: the deployment of "computation-
ally intensive deep learning models in resource-constrained edge environments."
YOLOv8n is a model optimized for the edge, designed to have a low number of
parameters and a low computational cost (GFLOPS). It offers the best trade-off be-
tween accuracy (mAP) and inference speed (FPS) on resource-constrained hard-
ware. Its compact architecture also makes it ideal for federated computation, as a
smaller model minimizes the communication overhead (weights to be transferred)
in each round.

Dataset (Fire and Smoke Detection Dataset): the public dataset FASDD (Fire and
Smoke Detection Dataset) [26] was used for training and validating the models.
This is a large-scale dataset (over 100,000 samples) composed of heterogeneous
smoke and flame images, which contains bounding box annotations for the "Fire"
and "Smoke" classes. The use of this specific public dataset is a methodological pil-
lar for the experiment. First, using a "state-of-the-art" and peer-reviewed dataset
ensures the scientific reproducibility of this deliverable. Second, its diversity and
richness (urban, industrial, forest, and nighttime scenes) were leveraged to simu-
late the most critical challenge of federated computation: non-1ID (Non-Identical
and Independently Distributed) partitioning.

The dataset was divided using a simple random split, resulting in a near |ID distribution
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of samples across clients. While this simplifies the federated learning setup, it may not
fully capture the challenges posed by real-world non-I1ID data distributions encountered
in edge environments.

The experimental setup supporting KPI OA4.1 validation is available as open-source
software. The design, implementation, and benchmarking scripts are documented in

[112].
3.3.5. Experimental Methodology and Test Scenarios

A precise experimental methodology was defined to validate KPl OA4.1 and rigorously
compare the Level 2, 4, and 5 architectures defined in the Experimental Setup. This
section describes how the tests were performed and specifies the operating conditions,
parameters, and metrics measured to ensure reproducibility and fair comparisons. All ex-
periments started with a common pre-trained base model (Modely). Then, a dedicated
experimental dataset was used to train the model further. Specific test scenarios were
designed to isolate the impact of key variables on system performance during training
on the experimental dataset. The variables included the deployment architecture (cen-
tralized versus federated), the type of hardware used (CPU versus GPU), and system
scalability (eight versus 16 clients).

As described below, the main metrics collected for each test include the total effective
time required to train on the experimental dataset, the accuracy achieved by the final
model, and the inference latency measured on a standard edge device. These tests pro-
vide the quantitative data necessary for a complete evaluation of the different architec-
tures and for discussing the results, focusing on validating KPl OA4.1.

3.3.5.12. Data Preparation and Base Model Definition

To ensure a fair comparison between the approaches, it was crucial to start from a com-
mon point of knowledge. To this end, a base model named Model, was created first.
This model was obtained by pre-training the YOLOv8n architecture on the first subset
of the FASDD dataset (Dataset A), which consists of 8,000 training images, 1,000 val-
idation images, and 1,000 test images. Next, a second distinct dataset (Dataset B) was
prepared. This dataset was also extracted from FASDD and had the same split: 8,000
images for training, 1,000 for validation, and 1,000 for testing. Dataset B served as the
"playing field" for all comparative training tests, whether centralized or federated, and
always started from Model.

3.3.5.2. Experimental Dataset Partitioning Methodology

To directly compare temporal efficiency, the training set from Dataset B (8,000 images)
was distributed differently depending on the scenario. In the centralized approach (Level
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2), the entire set was treated as a single block, simulating the transfer of the set from
eight or 16 clients to a cloud server. In the federated approaches (Levels 4 and 5), how-
ever, the images were divided equally among the participating clients (N = 8 or 16). For
instance, in the eight-client test, each client received 1,000 unique images from Dataset
B, ensuring that each federated client works with the same amount of data and similar
statistical distributions. This provides a clear baseline for measuring computational effi-
ciency and the convergence of the federated algorithm as hardware and the number of
clients vary.

3.3.5.3. Evaluating Inference Latency on Edge Devices

To evaluate the system’s responsiveness in the field, the inference latency metric (Tinference)
was measured directly on edge devices performing the predictions. The methodology
was differentiated to compare performance across the different scenarios:
e Centralized Scenario (Level 2): in this case, the model trained in the cloud is dis-
tributed to the edge nodes for inference. To simulate a low-cost device, the infer-
ence latency (Tinference) Was measured on the Raspberry Pi 5
e Federated Scenarios (Level 4 and 5): in these scenarios, the edge clients partici-
pating in the training are also the devices performing the inference. Therefore, the
inference latency (Tinference) Was measured on the clients used in each test:

— In tests with NVIDIA Jetson AGX Orin clients, inference was performed on the
Jetson Orin

— Intests with Raspberry Pi g5 clients, inference was performed on the Raspberry
Pis

This approach allows for evaluating the actual inference latency on the specific hard-
ware used in each federated configuration, providing a realistic measure of the system’s
responsiveness in the field.

3.3.5.4. Definition of Model Accuracy Metrics

To evaluate the quality of the models trained in the different scenarios, standard metrics
in the field of object detection were used:

e Precision: indicates the percentage of correct detections among all detections made
by the model. High precision means the model produces few *false positives* (de-
tecting a fire where there is none). It is calculated as: Precision = % (TP =True
Positives, FP = False Positives).

e Recall: indicates the percentage of actual objects (e.g., fires) that the model was
effectively able to detect. High recall means the model produces few *false neg-
atives* (missing an existing fire). It is calculated as: Recallz% (FN = False
Negatives).

¢ mAP5o0 (mean Average Precision @ loU=0.50): this is a composite metric that
evaluates the overall accuracy of the model considering both precision and recall.
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Itis calculated as the area under the Precision-Recall curve, considering a detection
correct if the predicted bounding box has an overlap (Intersection over Union - loU)
of at least 50% with the ground truth bounding box. It provides a robust measure
of the model's ability to correctly identify objects.

mAPs50-95: this is a stricter metric than mAPgo. It is calculated by averaging the
mMAP values obtained at different loU thresholds, from o.50 to 0.95 (with incre-
ments of 0.05). A high mAP5o0-95 value indicates that the model not only cor-
rectly detects objects but also does so with very precise localization (the predicted
bounding boxes are very similar to the real ones).

3.3.5.5. Definition of Key Temporal Performance and Efficiency Metrics

To quantify the temporal performance of the different architectures, the following key
metrics were defined:

Tupload_data (Centralized Overhead): represents the total effective time, measured
from start to finish, required for all clients (N=8 or N=16) to upload their raw data
portion (from ‘Dataset B‘) to the cloud server

Ttraining_centralized: iNdicates the total effective time taken by the cloud server to per-
form 10 training epochs on the entire ‘Dataset B* (8,000 images), starting from the
Modely model

T update_centralized: this is the metric defining the complete lifecycle time for the Level
2 architecture, calculated as: Tupdate_centralized :Tupload_data +Ttraining_centralized
Tupdate_federated: Measures the total effective time required to complete the entire
federated training process (3 rounds, each with 3 local epochs), always starting
from Modely

Tinference: €valuates the responsiveness in the field, measuring the average time
(in milliseconds) needed to process a batch of 5 test images using the final model
produced by each experiment, executed on the Raspberry Pi 5 device

3.3.5.6. Executed and Planned Test Scenarios

Based on the defined metrics, the following test scenarios were executed:

Scenario 1: Centralized Baseline (Level 2): Quantifies the performance of the
Cloud-Legacy "upload-then-train" approach. To simulate different data origin con-
ditions, the data upload time (T pl0ad_data) Was measured for both 8 and 16 clients.
Subsequently, the training time (T aining_centralized) Was measured on the cloud server
for 10 epochs in two distinct hardware configurations: Test 1.1 (GPU) executed on
the server’'s GPU (NVIDIA RTX 4090), and Test 1.2 (CPU) executed on the server’s
CPU (AMD Ryzen 9). Inference (Tinference) for both resulting models was measured
on the Raspberry Pi 5.

Scenario 2: Federated Computation (Level 4 - Cloud Aggregator): Evaluates the
hybrid architecture, using the Cloud Server as the aggregator (FedAdam) and the
NVIDIA Jetson AGX Orin devices as clients. The time T pqate_federated Was measured
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for 3 rounds (3 local epochs/round), starting from Modely. Tests were performed
varying the number of clients and the hardware used for local training on the Jetson
devices (GPU - Test 2.1 [8 clients] and 2.2 [16 clients]; CPU - Test 2.3 [8 clients]
and 2.4 [16 clients]). For each test, accuracy and Tinference ON the corresponding
client device (Jetson) were also recorded.

e Scenario 3: Federated Computation (Level 5 - Edge Aggregator): Evaluates the
All-In-Edge architecture, using an NVIDIA Jetson AGX Orin as the aggregator and
the Raspberry Pi 5 devices as clients (CPU-only). The objective is to measure
Tupdate_federated aNd compare it with Scenario 2, testing configurations with 8 clients
(Test 3.1) and 16 clients (Test 3.2). Accuracy and Tinference ON the Raspberry Pi 5
were recorded.

The detailed results of these tests and their comparative analysis regarding KPl OA4.1
are presented in the following section.

3.3.6. Results and Discussion

This Section presents and analyzes the quantitative results obtained from the experi-
mental scenarios defined in the methodology. The primary objective is to provide a rig-
orous empirical evaluation and a direct comparison between the different computing ar-
chitectures explored Cloud-Legacy (Level 2), Cloud-Edge (Level 4), and All-In-Edge
(Level 5) within the specific context of the "Fire Disaster Scenario".

While the experiments were conducted on a stable lab network to ensure controlled con-
ditions, itis important to note that variable network latency and bandwidth also affect the
centralized computing model. In centralized architectures, the need to transmit raw data
to the cloud can introduce significant delays and bottlenecks, especially in field deploy-
ments with limited connectivity. Federated learning architectures alleviate this issue by
exchanging model parameters instead of raw data, reducing communication overhead
and improving robustness to network variability. However, fluctuating network condi-
tions remain a challenge for both paradigms, emphasizing the need for adaptive strate-
gies to maintain performance in real-world scenarios.

The analysis focuses on the key metrics collected, which were selected to measure the
fundamental aspects required by the TEMA project:

1. Model Accuracy: Evaluating whether the distributed approaches maintain a per-
formance level (Precision, Recall, mAP) comparable to the centralized baseline.

2. Temporal Efficiency: Quantifying the total effective times required to update the
model (Typdate_centralized VS Tupdate_federated), Which is central to the validation of KPI
OA4.1.

3. Inference Latency: Measuring the system’s responsiveness in the field (Tinference)
on the specified edge devices.
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The trade-offs between the centralized and federated approaches is examined, with par-
ticular attention to the critical impact of the available hardware (CPU vs. GPU) and sys-
tem scalability (8 vs. 16 clients). The presented data allow for drawing conclusions
about the effectiveness and efficiency of federated computation within the TEMA frame-
work, validating its suitability for the emergency management scenario in terms of speed,
accuracy, and compliance with operational constraints.

3.3.6.12. Test 1.1 (GPU, Centralized Baseline)

This test established the performance baseline for the Cloud-Legacy (Level 2) approach
in a GPU-accelerated environment. Training was executed on the cloud server (NVIDIA
RTX 4090) using the entire Dataset B (8,000 images), starting from the Modely model
and training for 10 epochs. To assess the impact of data origin, the data upload time
(Tupload_data) Was measured simulating scenarios with both 8 and 16 edge clients.

The time required for data upload was approximately 135 seconds when originating
from 8 clients, and 75 seconds when originating from 16 clients. The effective time taken
for the centralized training computation on the GPU (Taining_centralized) Was constant at
634.88 seconds. Finally, the inference latency (Tinference) Of the resulting model on the
target edge device (Raspberry Pi 5), measured on a batch of 5 images, was 440.5 ms
(approximately 0.44 seconds).

Consequently, the total effective time to complete the entire centralized update cycle
(Tupdate_centralized), from data upload to the first inference, was approximately:

e 770.32 seconds (135S + 634.88s + 0.44s) for the 8-client origin scenario.

e 710.32 seconds (75s + 634.88s + 0.44s) for the 16-client origin scenario.

Figure 7. Analysis of Temporal Components - Test 1.1 (GPU)
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(a) Originating from 8 clients
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(b) Originating from 16 clients
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From the perspective of model performance, this configuration achieved the highest ac-
curacy among all tests, with an mAPgo0-95 value of 0.3733. Further analyses of the
model’'s performance, such as the Fa, Precision, and Recall confidence curves and the
Precision-Recall curve (Figures 8a, 8b, 8c, and 8d), provide deeper insights into the
model’s robustness.

Figure 8. Model Performance Curves - Test 1.1 (Centralized GPU)
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3.3.6.2. Test 1.2 (CPU, Centralized Baseline)

This test established the performance baseline for the Cloud-Legacy (Level 2) approach
using only CPU resources on the cloud server (AMD Ryzen g). Training was executed
using the entire Dataset B (8,000 images), starting from the Modely model and training
for 10 epochs. To assess the impact of data origin, the data upload time (Typioad_data)
was measured simulating scenarios with both 8 and 16 edge clients.

The time required for data upload was approximately 135 seconds when originating
from 8 clients, and 75 seconds when originating from 16 clients. The effective time
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taken for the centralized training computation on the CPU (Taining_centralized) Was signif-
icantly longer, constant at 2521.98 seconds (approximately 42 minutes). Finally, the
inference latency (Tinference) Of the resulting model on the target edge device (Rasp-
berry Pi 5), measured on a batch of 5 images, was 426 ms (approximately 0.43 sec-
onds).

Consequently, the total effective time to complete the entire centralized update cycle
(Tupdate_centralized), from data upload to the first inference, was approximately:

e 2057.42 seconds (135S + 2521.98s + 0.44s) for the 8-client origin scenario.

e 2597.41 seconds (75s + 2521.98s + 0.43s) for the 16-client origin scenario.

Figure 9. Analysis of Temporal Components - Test 1.2 (CPU)
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From the perspective of model performance, this CPU-trained configuration achieved
high accuracy, very close to the GPU-trained counterpart, with an mAP50-95 value of
0.3699. Further analyses of the model’s performance, such as the F1, Precision, and Re-
call confidence curves and the Precision-Recall curve (Figure 10), provide deeper insights
into the model’s robustness.
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Figure 10. Model Performance Curves - Test 1.2 (Centralized CPU)
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3.3.6.3. Test 2.1 (GPU, Federated - 8 Clients)

This test evaluated the hybrid Cloud-Edge (Level 4) architecture using the Cloud Server
as the aggregator (FedAdam) and 8 NVIDIA Jetson AGX Orin devices as clients. Local
training on each client was performed using its integrated GPU for 3 local epochs per
round, over a total of 3 rounds, starting from the Modely model.

Regarding the temporal performance, the total effective time to complete the entire fed-
erated update process (T pdate_federated) €ncompassing local training, communication,
aggregation across 3 rounds, and final evaluation was 641.59 seconds. Subsequently,
the inference latency (Tinference) Of the model produced by this process, measured on the
client device (Jetson Orin GPU), averaged approximately 431 ms (0.43 seconds) for a
batch of 5 images.

From the perspective of model performance, the resulting model achieved an mAP50-95
accuracy of 0.3542. Further analyses of the model’s performance, such as the F1, Pre-
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cision, and Recall confidence curves and the Precision-Recall curve (Figure 11), provide

deeper insights into the model’s robustness.

Figure 11. Model Performance Curves - Test 2.1 (Federated GPU, 8 Clients)

F1-Confidence Curve

— fire
smoke
= all classes 0.59 at 0.269

0.0 0.2

0.4 0.6 0.8 1.0
Confidence

(a) F1-Confidence Curve

Precision-Recall Curve

—— fire 0.533
smoke 0.661
= all classes 0.597 MAP@0.5

3.3.6.4.

This test scaled the previous setup (Test 2.1) to 16 NVIDIA Jetson AGX Orin clients,
maintaining the hybrid Cloud-Edge (Level 4) architecture with a Cloud Server aggrega-
tor (FedAdam). Local training on each client was again performed using its integrated
GPU for 3 local epochs per round, over a total of 3 rounds, starting from the Modely

model.

Regarding the temporal performance, increasing the number of parallel clients signifi-
cantly reduced the total effective time to complete the entire federated update pro-
cess (Typdate_federated). This time, encompassing local training, communication, aggre-
gation, and final evaluation, was 438.98 seconds. Subsequently, the inference latency
(Tinference) Of the model produced by this process, measured on the client device (Jet-
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son Orin GPU), averaged approximately 471 ms (0.47 seconds) for a batch of 5 im-
ages.

From the perspective of model performance, the final model accuracy showed a minimal
decrease compared to the 8-client test, achieving an mAPgo0-95 accuracy of 0.3483.
Other key metrics included Precision at 0.6778 and Recall at 0.5237. Further perfor-
mance details and analysis are available in the corresponding performance curves (Fig-
ure 12).

Figure 12. Model Performance Curves - Test 2.2 (Federated GPU, 16 Clients)
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3.3.6.5. Test 2.3 (CPU, Federated 8 Clients)

This test evaluated the hybrid Cloud-Edge (Level 4) architecture using the Cloud Server
as the aggregator (FedAdam) and 8 NVIDIA Jetson AGX Orin devices as clients. How-
ever, in this configuration, local training on each client was performed using only its in-
tegrated CPU for 3 local epochs per round, over a total of 3 rounds, starting from the
Modely model.
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Regarding the temporal performance, executing training on the CPU dramatically in-

creased the total effective time to complete the entire federated update process (T pgate_federated)-

This time, encompassing local training, communication, aggregation, and final evalua-
tion, was 6347.01 seconds. Subsequently, the inference latency (Tinference) Of the model
produced by this process, measured on the client device (Jetson Orin CPU), averaged ap-

proximately 572 ms (0.57 seconds) for a batch of 5 images.

From the perspective of model performance, the final model accuracy remained com-
parable to the GPU tests, achieving an mAP5o0-95 accuracy of 0.3542. Other key met-
rics included Precision at 0.6841 and Recall at 0.5288. Further performance details and

analysis are available in the corresponding performance curves (Figure 13).

Figure 13. Model Performance Curves - Test 2.3 (Federated CPU, 8 Clients)
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3.3.6.6. Test 2.4 (CPU, Federated - 16 Clients)

This test scaled the CPU-only federated setup (Test 2.3) to 16 NVIDIA Jetson AGX Orin
clients, maintaining the hybrid Cloud-Edge (Level 4) architecture with a Cloud Server
aggregator (FedAdam). Local training on each client was performed using only its in-
tegrated CPU for 3 local epochs per round, over a total of 3 rounds, starting from the
Modely model.

Regarding the temporal performance, increasing the number of parallel clients reduced
the total effective time to complete the entire federated update process (T pgate_federated)
compared to the 8-client CPU test. This time, encompassing local training, communica-
tion, aggregation, and final evaluation, was 3298.93 seconds. Subsequently, the infer-
ence latency (Tinference) Of the model produced by this process, measured on the client
device (Jetson Orin CPU), averaged approximately 5§83 ms (0.58 seconds) for a batch of
5 images.

From the perspective of model performance, the final model accuracy remained consis-
tent with other federated tests, achieving an mAP50-95 accuracy of 0.3484. Other key
metrics included Precision at 0.6603 and Recall at 0.5304. Further performance details
and analysis are available in the corresponding performance curves (Figure 14).
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Figure 14. Model Performance Curves - Test 2.4 (Federated CPU, 16 Clients)
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3.3.6.7. Test 3.1 (CPU, Federated Edge-Only - 8 Clients)

This test allows the evaluation of the All-In-Edge (Level 5) architecture, designed for
complete autonomy from the cloud. An NVIDIA Jetson AGX Orin device acted as the
aggregator (using FedAdam), while 8 Raspberry Pi 5 devices served as clients, perform-
ing local training using only their CPUs. The federated update time (T ypdate_federated) Was
measured over 3 rounds (3 local epochs each), starting from the Modely model.

Regarding the temporal performance, the total effective time to complete the entire fed-
erated update process (T pdate_federated) iN this fully edge-based configuration, including
local training, communication handled by the edge aggregator, and final evaluation, was
3587.89 seconds. Subsequently, the inference latency (Tinference) Of the model produced
by this process, measured on the client device (Raspberry Pi 5), averaged approximately
478 ms (0.48 seconds) for a batch of 5 images.

From the perspective of model performance, the resulting model achieved an mAP50-95
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accuracy of 0.3541. Other key metrics included Precision at 0.6771 and Recall ato.5323.
This demonstrates that the All-In-Edge configuration can achieve accuracy comparable
to other federated setups, even with low-power clients and an edge-based aggrega-
tor. Further performance details are available in the corresponding performance curves
(Figure 15).

Figure 15. Model Performance Curves - Test 3.1 (Federated CPU, 8 Clients, Level 5)
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Test 3.2 (CPU, Federated Edge-Only - 16 Clients)

This test allows to scale the All-In-Edge (Level 5) architecture to 16 Raspberry Pi 5
clients, again using an NVIDIA Jetson AGX Orin device as the aggregator (FedAdam).
Local training on each client was performed using only its CPU for 3 local epochs per
round, over a total of 3 rounds, starting from the Modely model.

Regarding the temporal performance, increasing the number of parallel clients signifi-
cantly reduced the total effective time to complete the entire federated update pro-
cess (Typdate_federated) COMpared to the 8-client Level 5 test. This time, encompassing
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local training, communication handled by the edge aggregator, and final evaluation, was
1998.11 seconds. Subsequently, the inference latency (Tinference) Of the model produced
by this process, measured on the client device (Raspberry Pi 5), averaged approximately
429.5 ms (0.43 seconds) for a batch of 5 images.

From the perspective of model performance, the final model accuracy remained consis-
tent with other federated tests, achieving an mAP50-95 accuracy of 0.3486. Other key
metrics included Precision at 0.6565 and Recall at 0.5366. This further confirms that the
All-In-Edge configuration can achieve competitive accuracy. Further performance details
are available in the corresponding performance curves (Figure 16).

Figure 16. Model Performance Curves - Test 3.2 (Federated CPU, 16 Clients, Level 5)
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Model Accuracy: Centralized vs. Federated

A fundamental aspect to evaluate is whether adopting a distributed training paradigm,
such as Federated Computation, maintains an accuracy comparable to that of traditional
centralized training.
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Analyzing the accuracy metrics obtained at the end of each experimental scenario re-
veals that centralized training (Level 2) generally establishes the benchmark for overall
performance, typically achieving the highest values for stricter metrics like mAP5o0-95.
The models generated through the federated approaches (Level 4 and Level 5) demon-
strate highly comparable performance, achieving similar results and occasionally even
slightly surpassing the centralized baseline in specific metrics such as Recall, depending
on the configuration.

It is crucial to emphasize that this small difference observed in the quantitative met-
rics did not translate into a significant functional difference during qualitative inference
tests. Indeed, running inference with the different models (centralized and federated) on
the same test images resulted in practically identical behavior. As illustrated in Figure
17, which shows the detection results on the image for the centralized model (Test 1.1),
the federated Level 4 model (Test 2.1), and the federated Level 5 model (Test 3.2), re-
spectively, both types of models produced the same detections (same labels fire’ and
'smoke’ and nearly overlapping bounding boxes) for the objects present. The visual re-
sults are, for all practical purposes, indistinguishable.

Figure 17. Visual comparison of inference results on image for models trained centrally (a), federally Level 4
(b), and federally Level 5 (c).

(a) Centralized Level 2 (Test 1.1) (b) Federated Level 4 (Test 2.1) (c) Federated Level 5 (Test 3.2)

This key result indicates that federated computation is effective in producing robust and
performative models, with accuracy that is substantially comparable to the centralized
approach in practical application. The slight metric gap is considered fully acceptable in
light of the benefits in terms of privacy and temporal efficiency.

3.3.6.120. Temporal Efficiency and KPI Validation

KPI OA4.1 targeted a 10-15% reduction in update time compared to the traditional ap-
proach. The total effective update time Tpgate_centralized (iNcluding data upload, training,
and firstinference) is compared with T pgate_federated (including federated rounds and first
inference).
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Figure 18. Total Update Time Comparison - GPU Accelerated Environment

Figure 18 illustrates the comparison in the GPU-Accelerated environment. It shows the
absolute times for the centralized baseline (blue bars, originating from 8 and 16 clients)
versus the Level 4 federated approach (green bars, with 8 and 16 clients). The federated
approach becomes significantly faster as the number of clients increases.

8 Clients 16 Clients

Figure 19. KPI Validation: Percentage Time Reduction (Federated GPU vs Centralized GPU)

Figure 19 directly visualizes the percentage reduction achieved.
e With 8 clients, the federated approach achieved a 17% time reduction
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e With 16 clients, the federated approach achieved a 38% time reduction

The KPI target of 10-15% is clearly met and exceeded when using GPU-accelerated
edge clients.

16 Clients

8 Clients

3587.89

1000s 2000s 3000s 4000s 5000s 6000s T000s

B Centralized CPU - Level2 || Federated CPU - Level 4 [T] Federated CPU - Level 5

Figure 20. Total Update Time Comparison - CPU Only Environment

Figure 20, on the other hand, shows the comparison in the CPU-Only environment. It
compares the centralized baseline (blue bars, originating from 8 and 16 clients) against
the Level 4 federated approach (green bars, Jetson CPU clients) and the Level 5 feder-
ated approach (yellow bars, Raspberry Pi clients). Here, the picture is more complex: the
Level 4 federated approach is significantly slower than the centralized baseline, while the
Level 5 approach shows competitive times, especially with 16 clients.
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8 Clients 16 Clients

Figure 21. KPI Validation: Percentage Time Reduction/Increase (Federated CPU vs Centralized CPU)

Figure 21 isolates the percentage change for the CPU scenarios.
e The Level 4 federated approach (Jetson CPU clients) was significantly slower (neg-
ative percentage reduction, not shown explicitly but implied by Figure 20).
e The Level 5 federated approach (Raspberry Pi clients):
— was slower than centralized with 8 clients (negative percentage reduction).
— was 23% faster than centralized with 16 clients (calculated from Figure 20

The KPI is met only in the specific configuration of Level 5 with 16 low-power clients.
This highlights the strong dependency on hardware and potentially architectural advan-
tages of Level 5.

The experimental results validate the effectiveness of the Federated Computation ap-
proach within the TEMA context, demonstrating the achievement of the key objectives
set forth. Temporal efficiency, measured as the total effective time for model update,
showed significant improvements compared to the traditional centralized approach in
the most performant configurations. The objective of KPI OA4.1 (10-15% time reduc-
tion) was met and largely exceeded in the GPU-accelerated scenarios using the Cloud-
Edge architecture (Level 4), with time reductions up to 38% with 16 clients. Furthermore,
the KPl was also met in the CPU All-In-Edge (Level 5) configuration with 16 low-power
clients (Raspberry Pi), highlighting the effectiveness of the federated paradigm even un-
der resource constraints at sufficient scale (+23% time reduction).

It is interesting to note the apparent anomaly observed in the CPU-only scenarios: the
Level 4 federated system with Jetson Orin clients (using only CPU) performed slower
than not only the centralized baseline but also the Level 5 system using less powerful
Raspberry Pi clients. This highlights that the Jetson Orin CPU performance, optimized to
work in synergy with its GPU, did not translate into an advantage for this specific CPU-
only federated training task. Factors such as software optimization for CPU training on
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JetPack 6, potential internal resource contention within the Jetson SoC, or a subopti-
mal interaction between the Jetson CPU architecture and the specific workload might
have limited its performance in this context, making it less efficient than the Raspberry
Pi 5's CPU for this particular task.

Overall, these results confirm that, with an adequate hardware and architectural con-
figuration particularly leveraging GPU acceleration on edge clients or optimizing the
architecture for fully decentralized scenarios (Level 5) federated computation can sig-
nificantly accelerate model update cycles.
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4. ContextInformationManage-
ment

Software architectures have been already proposed to address the needs identified by
climate change, such as floods, wildfires, tornadoes, tsunamis, and earthquakes. Not all
of these solutions involve cutting-edge technologies, such as distributed systems, Al, or
the most recent computing continuum. The main goal of these architectures is to im-
prove NDM by accelerating extreme data analytics algorithms, emergency phenomenon
modeling, evolution predictions, simulations, and interactive visualization. They aim to
increase trustworthiness, accuracy, and responsiveness. One weakness of such archi-
tectures is the lack of a Context Information Management (CIM) standard. CIM defines
methods, structures, and protocols for managing and exchanging contextual information
between computer systems to ensure interoperability and consistency between different
applications and platforms through a unified API.

In this regard, this chapter discusses the research progress made under T3.4 regarding
the NDM architecture. TEMA aims to develop a CIM based on a Next Generation Service
Interface with Linked Data (NGSI-LD) using the Context Broker Orion-LD. The proposed
framework uses a distributed computing model to process and analyze large amounts
of disaster-related data in real time, providing first responders and policymakers with
decision support. Unlike conventional centralized disaster management systems, the
proposed approach distributes computational workloads across edge and cloud infras-
tructures, ensuring lower latency and improved system reliability [27]. The proposed
solution embraces technological innovation, cross-sector collaboration, economic sus-
tainability, and support for end users.

This research correlates with KPI OA4.2, which is related to the capacity to "reduce data
migration for processing at the federated edge". Specifically, the target value is reduc-
ing the data migration by 10% over SoA. To achieve this KPI, a business mission (BM)
was defined as a disaster use case. Experiments were carried out to demonstrate the
quality of data migration in cloud and edge scenarios when the Context Broker acts
as the CIM. Various networks (e.g., Ethernet, cellular data, and satellite) were adopted
to demonstrate the quality of the architecture in stable and unstable internet scenar-
ios.

The rest of the Chapter discusses the state of the art, the architecture and the role of
CIM in disaster scenarios. In addition, the Chapter discusses the methodology to achieve
the KPI OA4.2 and reports the results. In conclusion, the KPI is achieved and verified.
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4.1. State of the Art

The increasing frequency and severity of natural disasters has accelerated the adoption
of data-centric approaches to improve emergency response and disaster management.
In this context, cloud services are becoming standard and are often supported by the loT.
However, a lack of solutions is evident at the edge of the network, where initial compu-
tation could reduce latency and overcome network issues.

Cloud-based platforms support the processing of disaster-related data, particularly for
flood monitoring [28]. However, emergency scenarios require tools that handle the vol-
ume, variety, velocity, and other complexities of Big Data [29, 30]. These include tools for
misinformation filtering, real-time processing, and data validation [31]. Delays in these
areas can severely impact response efforts [28].

Smart urban infrastructures integrated with the loT present new opportunities for dis-
aster resilience. Research shows that interconnected infrastructures enhance prepared-
ness and recovery capabilities in smart cities [32, 33, 34]. For example, the Disaster
Resilient Smart Cities (DRSCs) concept is based on loT and Big Data Analytics (BDA) to
create adaptive environments [35]. In addition, environmental sensors play a vital role
by providing real-time data on air quality, soil, and toxic emissions [34, 36]. These sen-
sors improve early warning systems, while social network and crowd-sourced geospatial
data offer timely situational information [35, 37]. Natural Language Processing (NLP)
and deep learning models such as DistilBERT help classify this unstructured content
[37]. Weather systems based on loT further contribute to the prediction of meteorolog-
ical risks [36]. Integrating loT and BDA strengthens decision-making, forecasting, and
resource use in urban disaster scenarios [32, 33]. However, challenges such as interop-
erability, scalability, and the complexity of smart urban systems remain [38, 39].

BDA applies to all disaster phases, from mitigation to recovery [40]. Integrating data
from smartphones, infrastructure, and social network into unified analytics platforms
enhances crisis response [40, 41]. Addressing data governance, privacy, and process-
ing efficiency is essential for realizing the potential of smart city technologies [35].

In this regard, edge computing and UAVs are promising tools for improving disaster re-
sponse. UAV-assisted networks that use edge nodes offer better energy use and cover-
age [41, 42]. DRL algorithms, including Deep Deterministic Policy Gradient (DDPG) and
Proximal Policy Optimization (PPQ), support efficient resource managementin UAV sys-
tems [41]. However, real-time processing and maintaining network resilience in extreme
conditions remain unresolved issues.
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4.2. Beyond the State of the Art

The key component of the architecture described in Section 3 is the message broker.
It sorts events and notifications between components, including information about the
context. In this regard, the investigation of the ETSI CIM standard [43], which seeks
to establish a model and a standardized API for handling context information originating
from diverse sources, including loT devices, legacy systems, and databases. It introduces
an information model structured around entities, attributes, and relationships, extend-
ing the property graph paradigm to digitally represent real or virtual objects as digital
twins.

CIM is grounded in design principles that promote architectural flexibility and interoper-
ability, enabling the seamless integration of various systems and domains via a unified
APIl. The standard defines a RESTful NGSI-LD API, where "NGSI-LD” combines NGSI
with LD, highlighting its alignment with semantic web standards. This API allows con-
text providers and consumers to create, update, query, and subscribe to context data in
real time. Depending on how the core component, the Context Broker (CB), which imple-
ments the standards APls, is deployed and interconnected, several architectural models
are possible: centralized, distributed, or federated.
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4.2.1. Information model

The information model is structured according to a three-tier hierarchical framework as
reported in Figure 22, designed to ensure both flexibility and consistency.

Domain-Specific Ontologies
SAREF Ontalogy Smart City Ontalogy

Cross-Domain Ontology

Temporal
Fropertes

Geo
Froperties

Core
Meta-Model

=
]

Timelnterval GeolSON Gaometry

unitCode
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Caora Meta-Model

loT Ontol
Cross-Domain e

Domain-Spacific

RDFIRDFS RDF/RDFS Grounding

Figure 22. Information Model Structure

At the foundational tier are the Core Meta-Model classes, which align with the for-
mal property graph model. This layer establishes the essential data structures that
every implementation is required to support Entity, Property, Relationship, and Value.
The second tier comprises the Cross-Domain Ontology, that is a collection of generics,
cross-sector classes intended to prevent conflicting or redundant definitions across var-
ious domain-specific ontologies. This ontology encompasses universal concepts such
as geospatial, temporal, and linguistic attributes, thereby providing a shared foundation
for interoperability. The third tier facilitates the development of domain-specific ontolo-
gies, such as the SAREF Ontology for smart home applications. These ontologies can

be mapped to the NGSI-LD information model to leverage the capabilities offered by the
APIL.

The Core Meta-Model defines four interconnected fundamental concepts:

Entity It represents any objectin the real or conceptual world that can be uniquely iden-
tified.
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Properties They describe the characteristics or attributes of entities.
Relationships They define the connections between different entities.

Values They represent the actual values associated with properties or relationships.

This structure is firmly anchored in Semantic Web standards, particularly RDF and RDFS.
Each NGSI-LD entity is a subclass of rdfs:Resource, as are its properties and relation-
ships. Values may be either RDF literals or complex node objects, enabling the repre-
sentation of sophisticated data structures.

The Cross-Domain Ontology introduces specialised concepts essential for the manage-
ment of contextual information. For example:
e The Geo Properties manage geospatial information using standards such as Geo-
JSON, supporting points, lines, and polygons.
e The Temporal Properties capture the temporal evolution of other properties, which
is vital for applications requiring time-series analysis.
e The Language Properties facilitate multilingual management of textual content.
e The unitCode property standardizes units of measurement, among others.

Based on this foundation, domain-specific ontologies can be developed to address a
wide range of use cases, such as smart cities, agriculture, climate change, industry, and
more.

4.2.2. Restfull NGSI-LD APIs

The NGSI-LD APl is structured into four principal components, each with distinct respon-
sibilities. The Core API is mandatory for all implementations and manages fundamental
operations on entities and attributes. It includes functionality for provisioning (creation,
updating, deletion), consumption (querying, retrieval), and subscription to contextual in-
formation.

The Temporal API is optional and supports the temporal evolution of entities, enabling
operations such as inserting temporal instances, partially updating temporal attributes,
and querying temporal changes.

The Registry API provides operations for Context Source Registration and the manage-
ment of Context Source Registrations (CSR).

The JSON-LD Context API, also optional, offers functionality for storing, managing, and
serving JSON-LD contexts, which are crucial for semantic interoperability. Table 6 shows
the main core endpoints of the APlIs:
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Resource Method Purpose

/ngsi-1ld/vl/entities GET, POST Search and create entities

/ngsi-1d/vl/entities/{id} GET, PATCH, DELETE | Reading, partial update and deletion

/ngsi-1d/v1l/temporal/entities | POST Query of historical context

/ngsi-1d/v1/subscriptions GET, POST Management of subscriptions to context
events

/ngsi-1d/vl/registration POST Registration of dynamic contexts/context
providers

/ngsi-1d/vl/operations POST RPC or complex batch operations

Table 6. The main core endpoint of the NGSI-LD APIs.

4.2.3. Adopting Context Management in the TEMA Tech
Solution

In the TEMA technical solution, Orion-LD as the Context Broker, together with MinlO as
Object Storage, were employed to integrate the various components and data sources
to be processed.

4.2.3.12. Context Broker

Orion-LD [44] is part of the FIWARE ecosystem. It is a context data management com-
ponent designed to oversee the full lifecycle of context information. Orion-LD serves
as a Context Broker and a CEF building block for context data management, supporting
both the NGSI-LD and NGSI-v2 APls.

It implements the NGSI-LD standard (an extension of JSON-LD for context management
systems), maintains compatibility with NGSI-v2, manages context data as linked data
using JSON, and supports operations such as updates, queries, registrations, and sub-
scriptions.

Orion-LD adheres to the ETSI specification for the NGSI-LD API, with near-complete
compliance with version 1.6.1 of the specification.

4.2.3.2. Object Storage

MinlO [45] is an open-source, distributed object storage server designed to efficiently
manage large volumes of unstructured data, including images, videos, documents, logs,
and backups. Its cloud-native architecture enables horizontal scalability in a seamless
manner, ensuring high availability and high data throughput. With built-in support for
erasure coding, MinlO provides hardware fault tolerance and data recovery capabili-
ties.

MinlO allows nodes to be distributed across multiple machines, data centres, or cloud
providers, with automatic clustering to balance load and repair corrupted data. It is fully

Pag. 66 of 110 Copynght@ 2025 TEMA| D!ELIVERABLE D3.3: Reporton + + + + + +
Real-Time Federated Analytics

Funded by + + + + + +

the European Union

This project has received funding from the European Union’s HE research and innovation programme under grant agreement No 101093003



TEMA |
TRUSTED |
EXTREMELY PRECISE

MAPPING AND PREDICTION

FOR EMERGENCY

MANAGEMENT

compatible with the Amazon S3 API, meaning any application developed for S3 can run
on MinlO without modification, benefiting from advanced features such as multipart up-
loads, versioning, and lifecycle policiesmaking migration to and from AWS straightfor-
ward.

MinlO integrates naturally into DevOps environments: it offers official Docker images for
containerised deployments, a dedicated Kubernetes operator, and a Terraform provider
for infrastructure-as-code management. For monitoring, it relies on Prometheus and
provides Grafana-ready dashboards, delivering an enterprise-grade solution from the
outset. On the security front, MinlO offers multi-layered encryption: data can be en-
crypted either server-side or client-side, with all communications protected via TLS. In-
tegration with external key management systems ensures compliance with stringent
security standards. Access control is based on granular IAM policies, with support for
LDAP, Active Directory, OpenlD Connect, RBAC, and audit logging to track all opera-
tions.

The MinlO Console, an intuitive web interface, enables the management of buckets, poli-
cies, users, metrics, and data lifecycle without requiring command-Lline interactionmaking
it accessible to both developers and system administrators.

From an application perspective, MinlO is particularly well-suited for building data lakes
for analytics and machine learning projects, thanks to its support for formats such as
Apache Parquet and integration with frameworks like Spark, Hadoop, and Kafka.

4.2.3.3. Orion and Minlo as integration middleware

As illustrated in the architecture of the TEMA solution in Figure 2, numerous heteroge-
neous information sources and components contribute to the processing and chaining
of data to generate value-added knowledge. Whenever a source produces data or a
component generates output, these can serve as inputs for various processing pipelines
leading to visualization.

In this context, the publisher-subscriber mechanism of Orion-LD proved to be highly
effective. Each time a component produces output, it uploads the data to MinlO and
writes the associated metadata into the relevant entities on Orion-LD. This enables all
consumers subscribed to that entity to be notified via push mode, retrieve the data, and
commence their own processing.

Figure 23 illustrates the interaction diagram of a producer-consumer pair using this mech-
anism. Table 7 describes the interactions among the components.
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Figure 23. Interaction among components
Interaction | Description
o1 The subscriber component subscribes to updates for a specific Context Broker (CB) entity containing the data and metadata of interest.
02 The publisher uploads a Digital Object (e.g., image, video, text, structured data, CSV, etc.) to the Object Storage (MinlO).
o3 The publisher updates the metadata of the Digital Object within the Context Broker.
o4 The Context Broker notifies the subscriber by sending the updated data to the endpoint specified at the time of subscription.
o5 Upon receiving the notification along with the metadata, the subscriber can begin processing after retrieving the data from the Object Storage.

Table 7. Description of the interactions among the components.

4.3. Achieving the KPlI OA4.2

T3.4 is related to more KPls. In this Chapter, the research supports the achievement of
KPI OA4.2, which is related to reducing data migration for processing at the federated
edge. Specifically, the target value is reducing the data migration by 10% over SoA.
This KPI is important because fast data migration is critical. The growing demand for
fast, reliable responses has fueled the adoption of cloud-edge distributed architectures,
which aim to reduce latency and minimize traffic to centralized data centers. In scenarios
where field devices continuously generate large volumes of raw data, minimizing data
migration latency and optimizing network usage provides a strategic advantage in terms
of both performance and bandwidth efficiency. In this regard, the research conducted
under T3.4 is contextualized within disaster scenarios that are later defined. Therefore,
experiments were carried out over different network links, such as Ethernet, cellular data,
and satellite.

4.3.12. Disaster Scenario

The fire disaster scenario is the reference operational scenario used to validate KPI OA4.2.
It focuses on the NDM domain and, in particular, on detecting and responding to forest
and urban fires. This scenario was chosen because it provides a realistic, complex, and
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dynamic environment in which to compare and contrast different computational and an-
alytical approaches. The goal is to evaluate the performance of the TEMA framework
under distributed processing conditions. Consistent with the BM defined in Chapter 3, it
represents its experimental evolution, oriented towards the technical and scientific vali-
dation of Federated Computation and Federated Analytics capabilities. It does not repro-
duce a real emergency, but constitutes a controlled experimental environment, in which
the typical operational conditions of a disaster event are simulated using representative
datasets and a distributed edge-to-cloud infrastructure.

4.3.2. Experimental Setup

A comparative test environment was set up to evaluate the KPI with a benchmark. The
latter is defines as a cloud-legacy architecture and the KPI scenario is defined as a cloud-
edge architecture. Figure 24 shows the former. This traditional model is based on cen-
tralized processing in the cloud. In this architecture, the base station plays a passive role,
collecting data from field devices and sending it to the cloud for processing. The cloud
handles the entire data management pipeline, from storage to processing. This approach
is simple but can lead to bottlenecks when managing large volumes of data or dealing
with connectivity issues, which directly impact latency and overall system efficiency. The
Cloud-Legacy Architecture is organized into three main levels. The device layer includes
the field devices that collect raw data. The edge layer acts as a simple bridge that for-
wards the data to the cloud without processing it. The cloud layer stores the data and
processes the services centrally. The operational flow of the Cloud-Legacy Architecture
is shown in Table 8.

. 15 processed data — > 14 processed data
Drone or raw data B Stati < . <
Weather Station ase Station | Orion
11 raw data 12 raw data
r'y ~_
10 raw data '
raw data Cloud Microservice

16 processed data Database t3 processed
data

Device Layer Edge Layer Cloud Layer

Figure 24. Cloud-Legacy Architecture
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Time | Description

To The raw data is received by the base station and stored in the database on the cloud
T1 The metadata is notified to the context broker

T2 The microservice in the cloud receives the raw data

T3 The microservice processes the data

T4 The processed data is stored in the cloud database

Ts The processed metadata is notified to the context broker

T6 The base station receives the processed data

Table 8. Operational flow of the Cloud-Legacy architecture

On the other hand, the cloud-edge architecture is a distributed approach in which the
computational load is shared between the edge and the cloud. This reduces the amount
of data transmitted upstream. Figure 25 shows the flowchart. This architecture adopts a
distributed model in which data processing occurs closer to the source (e.g., at the edge
of the network) to reduce latency and improve system efficiency. In this model, the base
station plays an active role. After receiving data from field devices, the base station pro-
cesses the data locally before sending it to the cloud. This approach reduces traffic to
the cloud, latency, and optimizes network usage, especially in scenarios with large data
volumes or where a quick response is needed. The cloud-edge architecture is organized
into three main levels with distributed processing between the edge and the cloud. The
device layer includes field-distributed devices that collect raw data, which must be pro-
cessed to extract information. The edge layer is a local base station that receives and
processes data through a microservice. The cloud layer stores data and interacts with
services through a context broker, which manages and exposes information. The oper-
ational flow of the cloud-edge architecture is shown in Table 9.
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Figure 25. Cloud-Edge Architecture

Time | Description

To The raw data is received by the base station and stored in the local database

T1 The microservice receives the raw data

T2 The microservice processes the data

T3 The processed data is stored in the local database

™ Asynchronously, the cloud receives the data, stores it, and notifies the context broker

Table 9. Operational flow of the Cloud-Edge architecture

The experiments were conducted in an area managed by the Civil Protection Department
of the Municipality of Montiferru in Sardinia, ltaly. The experiments simulated real-world
operational conditions typical of environmental emergency scenarios. The primary goal
was to measure the impact of the two architectures on end-to-end latency considering
all key stages: data transmission, processing, and result delivery. The results of this
analysis provide an empirical foundation for selecting the most suitable architecture for
data-intensive and mission-critical applications. The study compares the performance of
cloud-legacy and cloud-edge architectures in an image processing workflow for wildfire
scene segmentation, focusing particularly on end-to-end latency and intermediate pro-
cess phase duration.

The input consists of images depicting wildfire scenarios of various sizes, ranging from
0.3 MB to 10 MB. Both raw and segmented images were stored in MinlO. The Orion-LD
Context Broker managed and distributed image-related metadata between components
and microservices. Depending on the tested architecture, the segmentation microservice

Pag. 71 of 110 Real-Time Federated Analytics

the European Union

This project has received funding from the European Union’s HE research and innovation programme under grant agreement No 101093003

Copyright © 2025 TEMA | DELIVERABLE D3.3: Report on + + + + + +

Funded by + + + + + +

++



TEMA |
TRUSTED |
EXTREMELY PRECISE

MAPPING AND PREDICTION

FOR EMERGENCY

MANAGEMENT

was executed either locally or in the cloud. The output was the segmented image, which
was available through Orion-LD and MinlO. To simulate a range of network scenarios,
each architecture was validated across three connection types:

e Wired fiber-optic connection

e 4G mobile network (lliad operator)

e Satellite network (Starlink)
This approach enabled a comprehensive evaluation of system performance under real-
world connectivity constraints and varying network conditions.

The experiments were repeated ten times for each size and network type. Specifically,
tests were conducted under stable and controlled conditions for wired connections. All
microservices ran on machines with identical hardware resources. The following metrics
were considered:

e Data transmission times

e Processing times

e Total end-to-end latency
Particular attention was given to latency and key intermediate metrics (e.g., upload, trans-
fer, and segmentation). The timing results are detailed as follows:

Upload time The time required to upload the file to Minio.
Send time The time needed to send image metadata via Orion-LD.

Segmentation time The duration for partitioning images through the fire segmentation
microservice.

Segmented upload time The time to upload the segmented image to Minio.

Segmented send time The time for transmitting metadata of the segmented image via
Orion.

Total time The cumulative time from the initial file upload to the final upload of the seg-
mented image, including all processing and transfer stages.

The experimental setup supporting KPI OA4.2 validation is available as open-source
software. The design, implementation, and benchmarking scripts are documented in

[113].
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4.3.3. Experimental Results

The experimental results highlight the comparative performance of Cloud-Edge and Cloud-
Legacy architectures in terms of latency and processing time. Using image files of var-
ious sizes (0.3 MB, 1 MB, 5 MB, and 10 MB), the analysis covers the average trans-
mission time, processing duration, and total end-to-end performance of each architec-
ture.

The main differences between the two paradigms lie in resource management and work-
load distribution. Cloud-Edge integrates edge and cloud resources to optimize latency
and data processing near the source. In contrast, Cloud-Legacy relies solely on cen-
tralized cloud infrastructure. Cloud-Edge demonstrates superior performance across all
workflow phases, reducing latency and accelerating every stage compared to Cloud-
Legacy.

The results were compared using visual representations that summarize the statistical
distribution of processing times observed in different configurations to assess perfor-
mance. The aim was to highlight trends in latency and processing time variability as a
function of data size and workflow stage. To this end, a chart for every combination of ar-
chitecture (Cloud-Edge or Cloud-Legacy) and network type (fiber optic, 4G, or satellite)
have been generated.

The cloud-legacy benchmark is defined in Figure 26, where results obtained using the
wired network are reported. The analysis focuses on processing times measured across
different workflow phases and how these times evolve with respect to file size and op-
erational conditions enabled by a dedicated wired connection. Corresponding graphs
are provided for each time interval examined, including upload, metadata transmission,
segmentation, segmented image upload, result metadata transmission, and end-to-end
latency. These visualizations allow us to evaluate the average trends and variability of
the measured results. They help highlight the specific performance characteristics and
potential limitations of the Cloud-Legacy paradigm in an environment with stable, high-
bandwidth connectivity.
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Figure 26. Overall time comparison of data migration in the Cloud-Legacy architecture with wired network

The results for the Cloud-Legacy architecture operating over the Starlink satellite are
presented in Figure 27. The analysis focuses on processing and transmission times at
different stages of the workflow. Specifically, it examines how performance evolves with
increasing file sizes and the unique challenges posed by satellite connections. Please
note that not all connections in the system rely on Starlink. Specifically, data transmis-
sion from the base station to the central database and the Context Broker occurs via
the Starlink satellite network. Meanwhile, communications between cloud services are
handled via high-performance wired connections. Dedicated graphs offer detailed views
of each time interval, including upload and metadata transmission; segmentation; seg-
mented image upload; result metadata transmission; and end-to-end latency. These
visualizations facilitate assessing average trends and variability in the measured results.
They illustrate how the system behaves under high-latency and variable bandwidth con-
ditions, which are common in non-terrestrial networks.

Oms 2500ms 5000ms 7500ms 10000ms 12500ms 15000ms

B Upload Time ¥ Sending Time [ Segmentation Time
B Segmented Upload Time [l Segmented Sending Time

Figure 27. Overall time comparison of data migration in the Cloud-Legacy architecture with starlink network

The results concerning the Cloud-Legacy architecture using a 4G mobile network (lliad
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operator) are shown in Figure 28. The analysis examines processing and transmission
times at different stages of the workflow. It explores how performance changes with
varying file sizes, considering the characteristics and constraints of a mobile broadband
connection. Itis important to note that not all of the system’s connections rely on the 4G
network. Specifically, data transmission from the base station to the central database
and Context Broker occurs over a mobile network. Meanwhile, communications between
internal cloud services are handled through high-performance wired connections. Dedi-
cated graphs are presented for each analyzed time interval: upload; metadata transmis-
sion; segmentation; segmented image upload; result metadata transmission; and end-
to-end latency. These visualizations illustrate the central tendencies and variability of
the results, enabling identification of system behaviors specific to mobile network envi-

ronments.

Oms 2500ms 5000ms 7500ms 10000ms 12500ms 15000ms 17500ms 20000ms

B Upload Time [ Sending Time [] Segmentation Time
B Segmented Upload Time [ll Segmented Sending Time

Figure 28. Overall time comparison of data migration in the Cloud-Legacy architecture with a 4G network

After the results of the cloud-legacy architecture are described, the results obtained for
the cloud-edge architecture are reported. Particular attention is paid to the times mea-
sured during the different workflow phases and how these times evolve with respect to
file size and network type. For each analyzed time interval (e.g., upload, metadata trans-
mission, segmentation, uploading the segmented image, transmitting the result meta-
data, and end-to-end latency), the corresponding graph is provided in Figure 29. These
graphs allow us to evaluate the average trend and variability of the results obtained
under different operating conditions.
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Figure 29. Overall time comparison of data migration in the Cloud-Edge architecture

Additionally, the effectiveness of the cloud-edge architecture compared to the cloud-
legacy architecture have been evaluated by calculating the percentage reduction in end-
to-end latency for each file size tested over various network scenarios. This analysis
provides a clear picture of how distributed processing offers substantial advantages in
high-performance and limited connectivity environments. The percentage of latency re-
duction is computed using the following equation:

I—atehCyCLoud-Legacy - LatenCyCLOUd-Edge %

Latency Reduction (%) = Latencycloud.L.
oud-Legacy

100 (1)

The comparative results for each network environment are shown across the full range
of file sizes. This illustrates the conditions under which the edge paradigm provides the
greatest performance advantage. Figure 30 illustrates the reduction in end-to-end la-
tency achieved by shifting from a cloud-legacy wired network to a cloud-edge network
with Starlink and 4G capabilities across all file sizes. The analysis shows that distributed
processing is beneficial, even in a low-latency, high-bandwidth network environment. In
conclusion, the target value of the KPI OA4.2 to reduce the data migration by 10% over
SoA is achieved.
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Figure 30. Percentage reduction in end-to-end latency achieved by the Cloud-Edge architecture compared
to Cloud-Legacy across different network scenarios and file sizes
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5. Computation Offloading

Edge-cloud infrastructures are dynamic, heterogeneous systems. Within an organiza-
tion, several nodes with different computational capacities are typically deployed and
used for tasks that may become computationally intensive over time. At the edge of
the network, hardware requirements may be limited to low-energy, low-cost, and low-
computational-capacity devices. While this is beneficial for distributing computing across
low-power, low-cost devices in line with the United Nations’ 2030 Agenda for Sustain-
able Development, sometimes the computing resources are insufficient for executing
tasks under the constraints imposed by the Service Level Agreement (SLA). For example,
processing Al models may be impractical for edge nodes without GPUs, or for execut-
ing computational tasks in autonomous unmanned vehicles. The disparity in comput-
ing resources can be even greater if the presence of multiple organizations organized is
considered into a federation. In all these cases, computational offloading may be neces-
sary.

Computation offloading is defined as the process of transferring computationally inten-
sive tasks from resource-constrained devices to those with greater computational ca-
pacity. The goal is to enhance battery life and computing efficiency while minimizing
execution time and costs. Therefore, tasks are migrated to other nodes. These nodes
are typically remote cloud nodes with powerful computational capacity. However, the
disaster scenarios in which the TEMA partners conducted their research were very lim-
ited. Cloud nodes may not always be available due to network disconnection caused by
a disaster. Therefore, although computational tasks always start executing from edge
nodes, they may migrate to other edge or cloud nodes within or outside the same orga-
nization.

In this regard, this chapter discusses the research progress made under T3.4 regarding
computational offloading. TEMA aims to develop a fully autonomous system that mon-
itors and analyzes computational resources to make optimal offloading decisions. The
utilization of these resources (i.e., CPU, memory, disk |/O, and network) is forecast in one
or more steps in the future and then studied for anomalies. This may generate an alarm
event indicating that the target task on the target machine needs to be offloaded. A
scheduler component may elect the target machine to which the task will be migrated.
The offloading process is then complete.

The rest of the chapter discusses the state of the art in computational offloading, com-
putational resource forecasting, anomaly detection, and scheduling. It also proposes a
reference architecture for fully autonomous computational offloading based on Al algo-
rithms and describes how T3.4 surpasses the current state of the art in these areas.
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5.1. State of the Art

Computational offloading is a well-known problem [46]. It has been studied in computer
science since 2000. When correlated with edge-cloud computing or the computing con-
tinuum [47], the trend has steadily grown since 2018 with a peak on 2024, as shown in
Figure 31. The need to make research on computational offloading is even more rele-
vant if the countries where research is conducted most is taken into account. According
to Figure 32, Europe plays a minor role, with only Greece and Finland ranking among the
top 15 countries in the world.
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Figure 31. Documents by year according to Scopus search within article title, abstract and keywords with
search documents: ("computational offloading" OR "task offloading") AND ("compute continuum" OR
"cloud-edge").
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Figure 32. Documents by country or territory according to Scopus search within article title, abstract and
keywords with search documents: ("computational offloading" OR "task offloading") AND ("compute
continuum" OR "cloud-edge").

Computation offloading is often studied in terms of energy consumption, with the goal of
maximizing battery life or reducing energy usage. Xu et al. discussed in [48] how offload-
ing mobile applications poses a significant challenge to optimizing execution time and
energy consumption for mobile devices. The authors proposed Computation Offloading
Method (COM), a method for loT-enabled cloud-edge computing. They employed the
Non-Dominated Sorting Genetic Algorithm Ill to address the multi-objective optimiza-
tion problem of task offloading in cloud-edge computing. Anajemba et al. discussed in
[49] proposed a cooperative offloading technique based on the Lagrangian Suboptimal
Convergent Computation Offloading Algorithm (LSCCOA) for multi-access edge com-
puting in a distributed loT network. The results minimized the weighted sum of transmit
power consumption.

Another important aspect of computation offloading is communication capability. Kai et
al. in [50] investigated a collaborative computation offloading and communication and
computation resource allocation scheme to develop a collaborative computing frame-
work. They formulated a sum latency minimization problem for all mobile devices, con-
sidering the offloading strategy, computation resources, delivery rates, and power allo-
cation. This is a non-convex problem that is difficult to solve. To solve this optimization
problem, the authors used the classic successive convex approximation (SCA) approach
to transform the non-convex optimization problem into a convex one.

Computation offloading has been also studied in terms of security [51]. Blockchain and Al
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have been proposed to secure the computation offloading in a cloud-edge environmentin
[52]. Zhang et al. proposed a blockchain-empowered federated deep actor-critic-based
task offloading algorithm to address the secure and low-latency computation offloading
problem. The coupling between the long-term security constraint and short-term queu-
ing delay optimization was decoupled by using Lyapunov optimization.

To our knowledge, no scientific studies address computational offloading as a fully au-
tonomous framework that predicts computing resources, searches for anomalies in those
resources, and schedules tasks accordingly.

5.1.12. Computational Resource Forecasting

Resource management plays a fundamental role in optimizing performance and energy
efficiency in both large-scale and micro data centers [53, 54]. Within this context, CPU
utilization prediction has emerged as a key enabler for proactive workload management
and dynamic resource provisioning. A survey of the recent literature reveals that most
approaches rely on traditional statistical or recurrent models, particularly Autoregres-
sive Integrated Moving Average (ARIMA) and Long-Short Term Memory (LSTM) [55, 56],
while Transformer-based architectures remain comparatively underexplored.

Early works such as Duggan et al. used in [57] a Recurrent Neural Network (RNN)
trained via Backpropagation-Through-Time on PlanetLab data, demonstrating effective
one- and multi-step CPU forecasting. Janardhanan et al. compared in [58] ARIMA and
LSTM models using Google Cluster traces, showing that LSTM significantly outperforms
ARIMA for long-term predictions despite limited reproducibility details. Mason et al. in-
troduced in [59] a bio-inspired optimization strategy using Particle Swarm Optimization,
Covariance Matrix Adaptation Evolution Strategy, and Differential Evolution to fine-tune
RNNs on PlanetLab traces, improving prediction accuracy for VM workloads.

More recent studies have explored hybrid and continuum-oriented approaches. Bauer et
al. proposed in [60] the UtilML, a LSTM-based model enhanced with LeakyRelLU and
batch normalization, validated on the Alibaba Cloud GPU trace using RMSE, MAPE,
and sMAPE. Daraghmeh et al. proposed in [61] a multilevel learning pipeline com-
bining Isolation Forest anomaly detection, k-means clustering, and ensemble regres-
sion, achieving high R?, MAE, and MSE performance via Gradient Boosting. Wang et
al. proposed in [62] an AlOps-inspired framework integrating statistical, machine learn-
ing, and deep learning methods (e.g., SARIMAX, XGBoost, LSTM) for CPU forecasting
after noise removal with a Butterworth filter, showing XGBoost as the top performer.
Roque et al. applied in [63] Support Vector Regression optimized via Particle Swarm
Optimization for one-step-ahead CPU predictions in NFV contexts. Wang et al. intro-
duced in [64] ExtremoNet, which integrates Isolation Forest with multivariate regres-
sion for predicting extreme CPU loads on Alibaba Cloud container traces. Carnevale
et al. proposed in [65] a federated learning framework using bidirectional LSTM mod-
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els distributed across edge nodes and aggregated via Federated Averaging, preserv-
ing privacy while maintaining high predictive accuracy across MAE, RMSE, and R? met-
rics.

Overall, the literature demonstrates that LSTM-based models remain the dominant base-
line for CPU utilization forecasting, typically with small input windows (e.g., two past
samples predicting one step ahead) and short-term prediction horizons (5 to 30 min-
utes). Among the reviewed studies, only UtilML [60] explicitly addresses the computing
continuum, though its GPU-based dataset diverges from typical edge architectures. To
fill this gap, our work proposes a continuum-oriented approach: a model trained in two
phases, first on the Microsoft Azure Trace dataset (VM-based) and then fine-tuned on
the Alibaba Trace dataset (container-based), to bridge virtualization layers and enable
generalizable, cross-platform CPU workload forecasting.

5.1.2. Anomaly Detection

Anomaly detection evolved through several methodological eras. It began with statisti-
cal roots, where Pearsons work on Gaussian standardization and principal components
provided the first quantitative tools for identifying outliers [66, 67]. With the advent
of computation, distance-based and clustering methods such as k-Nearest-Neighbours
and k-means operationalized anomaly detection by isolating points distant from dense
clusters [68, 69].

Probabilistic approaches followed. Hidden Markov Models modeled regime shifts in se-
quential data [70], while Bayesian networks enabled reasoning under uncertainty with
incomplete labels [7 1]. Next, tree-based models, such as Isolation Forest, improved scal-
ability, offering near-linear anomaly scoring for large telemetry datasets [72].

The deep learning revolution re-framed the task. Recurrent networks forecast temporal
trends and detect deviations via residuals [73]. Autoencoders identify abnormal sam-
ples through high reconstruction error [74], later enhanced by MemAE [75], DAGMM
[76], Donut [77], USAD [78], and Bi-LSTM hybrids for real-time monitoring [79].

Adversarial models (e.g., GANomaly, TadGAN) further expanded expressiveness through
encoderdecoder games that amplify the distinction between normal and abnormal pat-
terns [8o, 81]. Representation learning methods such as Deep SVDD, OmniAnomaly,
Graph Convolutional Networks, and contrastive frameworks like TS2Vec generalised
anomaly detection to complex, multivariate, and relational data [82, 83, 84].

Finally, attention-based architectures (e.g.,Informer, Anomaly Transformer) unified fore-
casting and reconstruction using efficient sparse attention and association-discrepancy

regularisation [85, 86].

Emerging research explores yet richer paradigms. Diffusion-based generators denoise
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time-series to provide calibrated likelihoods [87], reinforcement-learning agents adap-
tively maximize long-term detection reward [88], and meta-learning frameworks auto-
mate algorithm selection and hyperparameter tuning across diverse datasets [809].

5.1.3. Scheduling

With the advent and widespread adoption of cloud technology, scheduling VMs and
containers has become fundamental to deploying a cloud ecosystem and guaranteeing
acceptable service quality. In their work [90], Beloglazov and Buyya aimed to optimize
energy consumption in cloud data centers through the dynamic consolidation of VMs.
Their approach addresses the issue of inefficient resource utilization, wherein physical
hosts often operate at low utilization levels while consuming a significant amount of
power.

The increased usage of cloud services has led to the adoption of large-scale cluster
management, which optimizes the potential of horizontal scalability one of the fun-
damental properties of cloud architecture. Initially, Google’s management was frag-
mented, which caused issues with long-running, latency-sensitive production services
that were often deployed separately from non-production services. This resulted in re-
source inefficiencies. The Borg system, defined in [91], was created to solve this prob-
lem. Borg provided a unified cluster management system that could manage and co-
locate both types of workloads on the same shared physical infrastructure. However,
the Borg design had a significant bottleneck: its scheduler was monolithic, meaning
a single process was responsible for managing the entire infrastructure, resulting in
poor scalability and low flexibility. Omega [92] introduced an important architectural
change, introducing a decoupled architecture based on shared state and optimistic con-
currency control (OCC). Separating state management from scheduling logic allowed
Omega to achieve significantly higher scheduling throughput and greater architectural
flexibility.

A recent study by EL Horry and Zbakh [93] provides a comprehensive overview of the mi-
croservice scheduling landscape. This topic has become a critical area of research due to
the widespread adoption of container-based architectures. The study offers a clear tax-
onomy, categorizing existing microservice scheduling techniques into four main families:
mathematical modeling, heuristic techniques, meta-heuristic techniques, and machine
learning techniques. Furthermore, the survey summarizes the key performance metrics
used to evaluate modern schedulers, including latency, computation and communication
costs, and throughput. The survey also contextualizes the scheduling process within
the typical cloud hierarchy, in which containers are deployed onto VMs or directly into
physical machines.
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5.2. Beyond the State of the Art

The rapid proliferation of cloud and edge infrastructures has brought the computing con-
tinuum paradigm to the forefront of distributed systems research. The continuum en-
ables latency-sensitive applications, real-time analytics, and pervasive Al by seamlessly
integrating heterogeneous and dynamically shared resources, as discussed in [94]. How-
ever, the diversity of computational resources and the uncertainty of workloads across
this distributed landscape pose substantial challenges for efficient resource manage-
ment [95, 96].

In this regard, the research conducted under T3.4 focuses on workload prediction and
anomaly detection for computation offloading. Although ML has greatly advanced work-
load prediction for virtualized cloud infrastructures, the rise of containerization introduces
new complexities. Containers are more elastic and transient than traditional VMs, so they
have highly volatile workloads that require more precise predictive mechanisms. There-
fore, itis a critical step toward unified resource optimization to bridge forecasting models
trained on VM workloads with models suitable for containerized environments. Tradi-
tional statistical and recurrent approaches often fail to generalize across heterogeneous
environments because they struggle to capture short-term fluctuations and long-range
temporal dependencies. Accurate CPU utilization forecasting is essential for anticipat-
ing demand, optimizing scheduling, and sustaining performance and energy efficiency at
scale [62].

Moreover, the growing complexity and scale of modern cyber-physical systems and cloud-
native infrastructures have made real-time monitoring essential. Data centers, edge
computing environments, and loT networks continuously emit high-frequency, high-dimensional
telemetry streams encompassing CPU load, memory usage, disk I/O, and network through-

put. Rapidly identifying anomalous behavior within these streams is vital to averting ser-

vice degradation, preserving operational resilience, and sustaining user confidence. Fail-

ures in such interconnected environments can swiftly cascade, making proactive anomaly
detection an operational necessity rather than a luxury.

5.2.12. Framework

The framework shown in Figure 33 is defined under the T3.4. Although its structure is
simple, its components are particularly advanced.
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Figure 33. The offloading framework includes four main components: a computation resource monitor, a
computation resource forecasting model, a computation resource anomaly detection model and a scheduler.
The framework operates on operational data, such as CPU, memory, disk I/O and network, to migrate
containers.

The framework operates using operational data such as CPU and memory utilization,
disk I/O operations, and network bandwidth. These computational resources are col-
lected by monitoring VMs and containers from any organization on the TEMA platform.
The data is stored centrally in a node of the TEMA federation and accessed proactively.
The Monitor service may be a Prometheus installation, which is a system and service
monitoring system. Prometheus collects metrics from configured targets at given inter-
vals, evaluates rule expressions, displays the results, and triggers alerts when specified
conditions are met. For a complete understanding of the TEMA platform, please refer to
Chapter 3.

The message queue receives data from each component and sorts it to the correct des-
tination. It typically adopts a publish-subscribe paradigm based on topics. Some com-
ponents subscribe to one or more topics to listen for data, while others publish data
over one or more topics. In the TEMA platform, the message queue is replaced by the
Orion Context Broker, which sorts data for the TEMA components. Therefore, data is
proactively sent to the message queue and monitored by a primary component using
Al models. The Al brain includes a small workflow of two microservices. First, data of
computational resources are received by computational resource forecasting, and then
they are analyzed by computational resource anomaly detection. The former is an Al
model based on time-series analysis. A preliminary study was conducted in [65] under
T3.4. The methodology was based on federated learning, and the results were promis-
ing when training with the Microsoft Azure Trace dataset based on VMs. Unfortunately,
training an accurate model required significant time, even with the help of a powerful
GPU. Therefore, a different approach was studied, which is discussed in the next sec-
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tions. The result of computational resource forecasting is predicting the computational
resources one or more steps ahead. This is then the input for computational resource
anomaly detection, which is an Al model based on time-series analysis. It uses the
same methodology as the computational resource forecasting component, but with a
different model class. An interval of predicted computational resources may be classi-
fied as anomalous, resulting in an alarm being generated and sent back to the message
queue.

Finally, the alarm event is sent to the scheduler. Considering the target container, the
scheduler decides which target nodes to migrate it to. The scheduler is a component
that was first investigated under T3.4 but has not yet been designed or implemented.

5.2.2. Computational Resource Forecasting

Recent research [97] has explored Transformer-based architectures, originally devel-
oped for natural language processing, as powerful tools for time-series forecasting. Their
self-attention mechanism enables modeling of complex temporal dependencies with-
out the sequential bottlenecks of recurrent networks [98]. Despite their success in other
domains, applying temporal Transformers to workload forecasting across virtualization
layers remains understudied. In the following, Transformers has been used to resolve
the problem of CPU utilization forecasting. The problem definition setup a window of
samples in the past, called lookback, to predict one, two or three steps in the future.
Each sample has an interval of 5 minutes. Therefore, predicting one step in the future
means looking 5 minutes ahead, predicting two steps in the future means looking 10
minutes ahead and predicting three steps in the future means looking 15 minutes ahead.
The choice of predicting a few step in the future is two-fold. On the one hand, this is
explained in [64]. Indeed, this avoids accumulation of errors in the long-term forecast if
it is present. Our choice minimizes errors and guarantees the reliability of the forecasted
results. On the other hand, considering a t = 300s, it is enough time to be informed
about the future behavior of the infrastructure resource, plan and act the migration from
the source to a target destination [99]. The choice is therefore confirmed by the litera-
ture.

To the best of our knowledge, the proposed framework is the first to leverage trans-
fer learning across virtualization layers, from VMs to containers. It adopts large-scale
datasets such as Microsoft Azure? [114] and Alibaba Cloud3 [115]. While existing mod-
els [60, 61] are trained on isolated or homogeneous datasets, the proposed two-phase
training pipeline enables cross-domain adaptation, improving generalization across het-
erogeneous infrastructures within the computing continuum. This constitutes a signif-
icant step toward unifying predictive resource management between cloud and edge

2https://github.com/Azure/AzurePublicDataset
3https://github.com/alibaba/clusterdata
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environments. The pipeline is shown in Figure 34. This constitutes a significant step to-
ward unifying predictive resource management between cloud and edge environments.

Azure Dataset Alibaba Dataset
Dataset Split With Gaps Dataset Split With Gaps
Fit Min-Max Scaler (Train Only) Fit Min-Max Scaler (Train Only)
Transform Train/Val/Test Transform Train/Val/Test
Train PyTorch Model Load Pre-Trained Model Fine-Tune PyTorch Model

l

Save Pre-Trained Model

Evaluate on Alibaba + Azure Test Sets

Evaluate on Azure Test Set

Figure 34. Pipeline for transfer learning between datasets. The model s first pretrained on the Microsoft
Azure dataset (left branch), including splitting, scaling, and training. The resulting pretrained model is then
fine-tuned on the Alibaba dataset (right branch) using its own splits and scaling, followed by evaluation on

both Alibaba and Microsoft Azure testsets.

The experiments were executed on a dedicated VM provisioned with 8 GB of RAM and
powered by an AMD Ryzen 9 7950X processor with 16 cores, a high-performance CPU
designed for parallel workloads. For accelerated training and inference, the system was
equipped with an NVIDIA RTX 4090 Super GPU, featuring 24 GB of dedicated VRAM,
which provided sufficient memory to accommodate large Transformer models and multi-
step forecasting experiments without requiring aggressive batch size reductions or gra-
dient checkpointing trade-offs. The software stack was centered on Python 3 as the
main programming language, with the PyTorch deep learning framework serving as the
backbone for model implementation. PyTorch v2.6.0 was chosen for its efficient mem-
ory management, flexibility for custom architecture design, and strong integration with
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the CUDA framework, which enabled direct exploitation of the GPUs parallel processing
capabilities. Other modules used are Numpy v2.3.1 for the array management, Pandas
v2.3.2 for the . csv files processing, Matplotlib v3.10.0 for data visualization and Scikit-
learn v1.7.2 and Scipy v1.16.1 for metrics calculations, such as R?, MSE, MAE, RMSE
and confidence intervals in inference time calculations.

The quality of the methodology is expressed in terms of:

R?: it measures the proportion of the variance in the dependent variable that is
predictable from the independent variables, providing an indication of the model’s
accuracy and is defined as:

Rzzl_z%ﬂyi—@_ﬁ)z (2)

Ei:l(yi —7)?

where y; represents the real value, y represents the average of the real values, and
1) the predicted value. The calculated value R? must lie between o and 1: a value
close to 1 indicates a higher predictive capacity. A negative value R? implies that
the model is not usable.
Mean Squared Error (MSE): measures the average of squared errors between pre-
dicted values and actual values. It emphasizes larger errors more than MAE and is
commonly used for regression tasks:

1 n
MSE=—> (vi—9)° (3)
=1

Root Mean Squared Error (RMSE): measure the standard deviation between pre-
dicted values and actual values. It is useful for understanding the absolute error
when the errors are squared to prevent positive and negative values from canceling
each other out.

RMSE = v/MSE (4)

Mean Absolute Error (MAE): measures the average of the absolute errors between
predicted values and actual values. It is useful for understanding the accuracy of a
model’s predictions:

1 n
MAE= =) "|yi— 9l (5)
n-
=1
Average inference time: measures the average time in seconds for making an in-
ference.
Model size: measures the size of the model in MB.

Unlike previous architectures, which are either large-scale and data center-oriented [65]
or rely on complex ensemble strategies [6 1], the proposed Temporal Transformer achieves
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a compact model size of only 3.2 MB. It maintains real-time inference with average la-
tencies below 0.04 s on container traces. This lightweight design allows for deployment
on resource-constrained devices while retaining accuracy comparable to or higher than
that of deeper recurrent networks.

Experiments were setup with 6, 12 and 24 steps as lookback window size. The ob-
tained results underline specific common trends across the different experimental sce-
narios as follows: i) Azure, ii) Alibaba and iii) Azure after Transfer Learning. Experi-
mental evaluation shows that the proposed approach achieves higher predictive accu-
racy (R? > 0.85, MAE ~ 0.036) compared to traditional recurrent and ensemble-based
baselines [57, 59, 62]. When it comes to qualitative analysis, referring to the Azure
dataset, Figure 35 clearly shows how the predicted curve closely follows the testing
values, often matching the shape of the actual timeseries. This qualitative evidence is
consistent with the quantitative metrics previously discussed, which confirm that the
transfer learning process improved the ability of the model to capture relevant pat-
terns.
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Figure 35. Comparison of prediction results on the Microsoft Azure Trace dataset. Subfigures 35a-35b-35¢
show model trained only on the Azure dataset, while Subfigures 35d-35e-35f show the corresponding
model fine-tuned with transfer learning.

Regarding the predictions on the Alibaba dataset as shown in Figure 36, the test curves
exhibit a good alignment with the actual values, showing only minimal deviations. This
result highlights the ability of the Temporal Transformer, once fine-tuned through trans-
fer learning, to generalize effectively across different environments. The predicted series
not only follows the overall trend of the ground truth, but also captures local fluctuations
and short-term variations, which are typically harder to reproduce. This behavior further
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confirms the robustness of the approach and supports the conclusions drawn from the
quantitative metrics.
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Figure 36. Comparison of prediction results on the Alibaba dataset on Training-Validation-Test data.
Subfigures 36a-36b-36c show the corresponding model trained with transfer learning.

Beyond guantitative improvements, qualitative analyses confirm that the model captures
both steady-state and burst-phase CPU behaviors with high fidelity, demonstrating its
capability to replicate complex utilization patterns that are typical of real-world cloud
workloads. Using multi-head attention enables the model to learn correlations across
temporal steps and multiple VMs or containers simultaneously. This allows for fine-
grained awareness of inter-instance dependencies. This contrasts with classical single-
stream models, which treat each instance independently. Multi-head attention opens
new perspectives for multi-tenant resource forecasting in federated or decentralized en-
vironments.

The repository containing the implementation is available on GitHub [116], while the
adaptation to a Function-as-a-Service (FaaS) environmentis provided in a separate repos-

itory [ ].

5.2.3. Anomaly Detection

Although anomaly detection has been extensively studied, many existing methods per-
form poorly in large-scale production deployments. Classical statistical approaches,
such as control charts and threshold-based techniques, are easy to implement but de-
pend on rigid assumptions about data distribution and stationarity. This leads to fragility
under dynamic workloads. Modern ML models, such as autoregressive methods and
RNNs, improve upon these approaches by learning temporal dependencies. However,
they are limited to short-term dynamics due to their constrained memory, reducing their
ability to model long-range or multimodal temporal correlations. The proposed solu-
tion uses a bidirectional LSTM (Bi-LSTM) with autoencoder as the basis for the anomaly
detection framework. This architecture is excellent at modeling temporal dependen-
cies in telemetry signals because it processes sequences in both directions, forward
and backward. This enables the network to capture long-range correlations and bidi-
rectional contextual cues that are often missed by standard LSTMs or Gated Recurrent
Units (GRUs). The autoencoder component is introduced to learn a compact latent rep-
resentation of normal system behavior by minimizing the reconstruction error between
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the input and its reconstruction. This mechanism allows the model to detect subtle de-
viations in CPU utilization patterns without requiring explicit anomaly labels, making it
particularly suitable for unsupervised anomaly detection in large-scale cloud environ-
ments.

In the following, Bi-LSTM Autoencoder has been used to resolve the problem of CPU
utilization anomaly detection. The problem definition setup a window of samples in the
past, called lookback, to predict one, two or three steps in the future. Each sample has
an interval of 5 minutes. Therefore, predicting one step in the future means looking 5
minutes ahead, predicting two steps in the future means looking 10 minutes ahead and
predicting three steps in the future means looking 15 minutes ahead. The choice of pre-
dicting a few step in the future was already discussed in the previous Section and it is
confirmed by the literature.

First, the Bi-LSTMn Autoencoder is trained on multiple VMs instances from the Microsoft
Azure Trace4 dataset. During this phase, the network learns a general representation
of normal system dynamics by minimizing the reconstruction error between predicted
and observed CPU utilization windows. Next, the model is fine-tuned using the Alibaba
Cloud Traceb dataset to improve its adaptability and robustness across different cloud
environments. Cross-domain fine-tuning enables the model to generalize across infras-
tructures with different orchestration policies and temporal load distributions, enhancing
its ability to distinguish genuine anomalies from workload-induced variability. The train-
ing pipeline is shown in Figure 37.

“https://github.com/Azure/AzurePublicDataset
Shttps://github.com/alibaba/clusterdata
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Figure 37. Pipeline for transfer learning between datasets. The model s first pretrained on the Microsoft
Azure dataset (left branch), including data splitting, scaling, and training. The resulting pretrained model is
then fine-tuned on the Alibaba dataset (right branch) using its own splits and scaling, followed by
evaluation on both Alibaba and Microsoft Azure test sets.

Once trained, the Bi-LSTM Autoencoder can detect anomalies in CPU utilization patterns
across multiple VMs or containers in parallel. The detection process uses reconstruction-
based thresholds; windows with a high mean absolute error (MAE) or root mean square
error (RMSE) relative to the models baseline prediction are marked as anomalous. Empir-
ical results demonstrate that the proposed approach achieves high reconstruction qual-
ity, with MAE values below 0.04 and RMSE values around 0.06. These results confirm
the models ability to accurately represent normal operational behavior.

The experimental evaluation on a dedicated workstation with an Intel Core i7-14700K
processor has been carried out in which the 64 GB of DDRg system memory and an
NVIDIA RTX 5070 GPU have been setup. This configuration provided ample compu-
tational capacity for model training and inference tasks. The software stack is built on
Python 3 as the primary programming language, and the PyTorch deep learning frame-
work serves as the backbone for model implementation. PyTorch v2.6.0 was chosen
for its efficient memory management, flexibility in designing custom architectures, and
strong integration with the NVIDIA CUDA framework. This enabled a fully compati-
ble workflow with the GPU’s parallel processing capabilities. The other modules used
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are NumPy v2.3.1 for array management, Pandas v2.3.2 for processing .csv files, Mat-
plotlib v3.10.0 for data visualization, and Scikit-learn v1.7.2 and SciPy v1.16.1 for calcu-
lating metrics such MSE, MAE, RMSE, and confidence intervals in inference time calcu-
lations.

To quantitatively assess the reconstruction quality and anomaly detection performance
of the autoencoder-based models, several metrics were employed.
e Mean Squared Error (MSE): measures the average of squared errors between pre-
dicted values and actual values. It emphasizes larger errors more than MAE and is
commonly used for regression tasks:

n

1 .
MSE=—> "(yi—i:)* (6)
s
¢ Root Mean Squared Error (RMSE): measure the standard deviation between pre-
dicted values and actual values. It is useful for understanding the absolute error
when the errors are squared to prevent positive and negative values from canceling

each other out.
RMSE =+vMSE (7)

e Mean Reconstruction Error (MRE): represents the average reconstruction error across
all time windows, used as a baseline for anomaly thresholding

N
1 .
MRE:thlet: ey = |1y — T4 (8)

e Standard Deviation of Reconstruction Error (Std Error): quantifies the variability of
reconstruction errors. A high standard deviation indicates unstable reconstruction
behavior, often due to anomalies.

1 N
Oo= NZ(et—MREV (9)
t=1

e Reconstruction Error Ratio (RER): estimates the ratio between the maximum and
mean reconstruction errors.

~ max(e;)

RER_W (10)

Experiments were set up with lookback window sizes of 6, 12, and 24 steps. Since each
sample has an interval of five minutes, these lookback windows correspond to historical
horizons of 30, 60, and 120 minutes, respectively. Each configuration was treated as an
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independent experiment to assess the influence of different temporal spans on recon-
struction accuracy and anomaly detection sensitivity. The reconstruction results confirm
the stability and robustness of the proposed Bi-LSTM autoencoder across different tem-
poral configurations and transfer settings. For each tested window size, the pretrained
model on the Azure dataset (PT-Azure Test) achieved consistently low reconstruction
errors, with an average MAE of approximately 0.013 and RMSE close to 0.038. These
results indicate the network’s high capability to reproduce normal temporal patterns in
CPU utilization, even when the input window length varies by a factor of four. Similar
results across windows suggest that the latent representation captures scale-invariant
temporal dependencies and that longer lookback horizons do not significantly degrade
reconstruction quality. In addition, the model is highly efficient from a deployment stand-
point. With a footprint of only 566 KB, it may run on constrained edge devices, such as

embedded gateways or industrial controllers. Results of the reconstruction result are
shown in Figure 38.

Anomaly Detection - azure-cpu-3.csv - Model: PT

Anomaly Detection - azure-cpu-60.csv - Model: PT

Anomaly Detection - azure-cpu-67.csv - Model: PT
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| VM 3 | Window Size=6 | VM 60 | Window Size=6 | VM 67 | Window Size=6
Figure 38. Comparison of reconstruction results on the Microsoft Azure Trace dataset. Subfigures 38a38c
correspond to the model trained only on the Azure dataset (Pretrained), while Subfigures 38d38f show the
same VVMs after Fine-Tuning with transfer learning from the Alibaba dataset.

After fine-tuning with transfer learning on the Alibaba Cloud Traces dataset (also re-
ferred to as the PT-Alibaba test), a moderate increase in reconstruction error was ob-
served. The MAE became approximately [0.019 - 0.020] and the RMSE became approx-
imately 0.042. This increase in error is expected due to the domain shift between the
two datasets. Despite differences in workload characteristics, the model exhibits stable
reconstruction behavior, with a standard deviation of reconstruction error around [0.017
- 0.018], which remains close to that of the Azure-only configuration. The increase in
RER from approximately 2.6 to 3.2 reflects the higher dynamic variability of the Alibaba
traces but remains within acceptable bounds for reliable anomaly scoring. Results are

Pag. 94 of 110

Copyright © 2025 TEMA | DELIVERABLE D3.3: Report on
Real-Time Federated Analytics

Funded by
the European Union

This project has received funding from the European Union’s HE research and innovation programme under grant agreement No 101093003

+ +++++
+4+++++

++



TEMA |
TRUSTED |
EXTREMELY PRECISE

MAPPING AND PREDICTION

FOR EMERGENCY

MANAGEMENT

shown in 30.

Anomaly Detection - alibaba-3.csv - Model: FT Anomaly Detection - alibaba-60.csv - Model: FT Anomaly Detection - alibaba-67.csv - Model: FT
— Avgcru
—— Anomalous segment

260 250 300 3 50 160 150 200 250 300

260 250 300 [ 50 160 150
Time (s) Time (s)

[] 50 160 150
Time (s)

(a) Model=Fine-Tuned | (b) Model=Fine-Tuned | (c) Model=Fine-Tuned |
Dataset=Alibaba [ Cont. 3 | Window  Dataset=Alibaba [ Cont. 60 | Window  Dataset=Alibaba | Cont. 67 | Window
Size=6 Size=6 Size=6

Figure 39. Comparison of prediction results on the Alibaba dataset. Subfigures 39a-39b-39c¢ show the
corresponding model trained with transfer learning.

The resulting framework is ideal for Computing Continuum applications, in which consis-
tent anomaly detection is required across cloud and edge layers. Its architecture enables
the simultaneous monitoring of multiple instances, supporting distributed analytics and
localized decision-making without the need for centralized supervision. The combination
of bidirectional temporal modeling, cross-domain fine-tuning, robust evaluation metrics,
and a lightweight design makes the proposed Bi-LSTM autoencoder a reliable, scalable,
and resource-efficient solution for real-time anomaly detection in distributed computing
infrastructures.
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6. Conclusion

Deliverable D3.3 - "Report on real-time federated analytics" is the third deliverable of
the WP3 of the TEMA project. This document reports the initial research results of T3.4
"Real-time federated analytics" over 24 months (M13-M36) of the project.

The main outputs of the research carried out were 10 publications in conference pro-
ceedings and the submission of other 2 scientific papers to journals and/or international
conference. Additionally, 5 TEMA essential components were developed, supporting the
TEMA platform functionalities described in Deliverable D2.2. These TEMA technologies
will be interlinked and orchestrated through the developed TEMA Core. This document
serves as a summary of the main research outputs and serves as a reference point for
researchers summarizing the technical challenges of designing novel federated cloud-
edge architecture. Finally, as a public deliverable, it assists in the dissemination of the
projects results to the scientific community.

The techniques developed in T3.4 are used in all other tasks because they represent
an essential part of the TEMA platform. Overall, TEMA technology integration will be
performed in Task T6.2.
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AnnexA:Jetson Environment Con-

figuration

This section provides a detailed description of the software environment configured on
NVIDIA Jetson AGX Orin devices, used as edge computing nodes to execute deep learn-
ing and federated learning workloads.

The setup aimed to create a reproducible, container-based infrastructure optimized for
GPU acceleration and consistent across all nodes in the deployment.

Installation of NVIDIA JetPack 6

The configuration process started with the installation of NVIDIA JetPack 6, which pro-
vides an Ubuntu 22.04 LTS distribution optimized for the Jetson architecture. JetPack
includes all the key components required for Al workloads on embedded hardware:
NVIDIA GPU drivers optimized for inference and training workloads on Jetson.
CUDA Toolkit for GPU-based parallel computation.

cuDNN for optimized deep neural network operations.

TensorRT for high-performance model optimization and inference.

Supporting libraries such as OpenCV, GStreamer, and Vulkan for vision and multi-
media applications.

The installation was performed using the NVIDIA SDK Manager on a Linux host, which
flashes the operating system and related components onto the Jetson AGX Orin through
a USB connection. In some cases, pre-configured JetPack images can be written directly
to NVMe or SD storage to simplify deployment and ensure consistent system configura-
tions across devices.

Containerized Environment for Deep Learning

To ensure software reproducibility, ease of maintenance, and isolation of dependen-
cies, the experimental environment was implemented using Docker containers. This
approach enables precise control of software versions, ensures repeatable results, and
simplifies the management of Python and CUDA dependencies.

Although NVIDIA provides several official JetPack-compatible containers through the
NVIDIA NGC catalog, these do not always cover all framework combinations or library
versions required in complex experimental setups. Therefore, the open-source frame-
work jetson-containers [1 18] was used to generate customized container images
optimized for the specific JetPack 6 (L4T r36.x) installation.
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Building Containers with jetson-containers

The jetson-containers project, maintained by NVIDIA engineer Dustin Franklin, pro-
vides a modular and automated framework for building and running Al containers on
Jetson devices. It ensures full compatibility with the installed L4T release and integrates
seamlessly with the NVIDIA Container Runtime, granting direct access to GPU resources,
CUDA kernels, and TensorRT acceleration from within the containers.
Unlike prebuilt NGC images, jetson-containers builds each image locally using a
flexible layered Docker architecture. This process allows fine-grained control over:

e The versions of PyTorch, TensorFlow, and other Al frameworks.
Theinclusion of auxiliary libraries such as torchvision, torchaudio, and OpenCV.
System-level packages and dependencies (e.g., Tfmpeg, numpy, pandas).
Optimization flags and build arguments specific to the Orin platform (ARM64 +
Ampere GPU architecture).
Each container is built using pre-defined recipes (e.g., pytorch, tensorrt, ros, deepstream),
or custom definitions when specific software stacks are required. The resulting images
are fully compatible with the NVIDIA runtime and support GPU-accelerated workloads
directly on-device, providing near-native performance.

Deployment and Package Configuration

After building the container image, it was deployed on each Jetson AGX Orin device.
The environment included all dependencies required for the deep learning and feder-
ated learning workloads, specifically:

e Ultralytics YOLOV8 for real-time object detection and computer vision tasks.

e Flower (FLWR) for distributed and federated learning experiments.

¢ Additional scientific libraries such as NumPy, Pandas, and OpenCV.
Each container was executed using the NVIDIA runtime (-runtime nvidia) to enable
direct GPU access, and with host networking mode to simplify communication between
local and remote nodes in federated learning setups. This ensured uniform environments
and eliminated discrepancies due to local configuration differences.

Reproducibility and Scalability

The combination of NVIDIA JetPack 6 and custom containers built with jetson-containers
provided a robust, scalable, and reproducible software foundation for edge Al workloads.

By isolating all dependencies and automating the build process, the system guarantees
consistent performance and simplifies maintenance. New Jetson nodes can be integrated

into the infrastructure simply by deploying the same container image, without reconfig-
uration or manual library setup.

This architecture enables rapid scaling of edge computing experiments, while preserving
deterministic behavior and ensuring full compatibility with the Jetson Orin hardware and

the underlying CUDA software stack.
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